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Abstract

Cloud computing is the supply of computer services over the
Internet ("the cloud”), including servers, storage, databases,
networking, software, analytics, and intelligence to provide
quicker innovation, adaptable resources, and scale economies.
The way businesses think about IT resources has significantly
changed as a result of cloud computing. Cloud Functions is a
serverless platform for building event-based microservices. It is a
pay-as-you-go system, Functions-as-a-Service (FaaS) to run your
code with zero server management. In this project, the firebase
real-time database along with the google cloud function is being
used. With the help of Python and OpenCV programming, we
create a camera-based real-time face recognition. The script is
running in the background accessing the webcam feed and
applying a face recognition algorithm to identify a known and
unknown person. When the system is unable to identify the
person, that will trigger an update event on the cloud, and the
user will be notified by sending the email notification via the cloud

function.



1. INTRODUCTION

For humans, recognizing faces is a simple task. Studies in [1] have demonstrated
that infants as young as one to three days old may recognize the faces of familiar
people. Facial recognition can be completed rapidly and accurately using the open-
source Intel platform known as OpenCV [2]. The ability to deploy applications
essentially on any platform, including the cloud, is one of the most significant
benefits of developing applications with the Python programming language. It
suggests that Python can be launched on portable devices like computers, tablets, or
smartphones as well as on cloud servers [3]. So, we have implemented both

technologies in this project.

1.1 Background

The most popular IT innovation right now is cloud computing [4]. The concept
of cloud computing is new, and it offers excellent prospects in many different fields.
A group of computers and servers used for cloud computing are accessible to
everyone online [5]. Using applications without installing them, consumers and
companies can access their files from any computer with an internet connection
thanks to cloud computing. Numerous internet-based on-demand services,
including software, hardware, servers, infrastructure, and data storage, are made

available through cloud computing [6].
The advantages of cloud computing:

¢ Boost throughput - With cloud computing, more work can be completed in less

time and with fewer resources [7].

e Lower costs - In cloud computing, users share computer gear, software, and data,

eliminating the need for hardware and software purchases [7].



¢ Increased accessibility - With cloud computing, users may access data and files

online at any time and from any location [7].

¢ Less Training is Needed: With cloud computing, more work can be done with
fewer personnel. Therefore, users must have a minimal level of training on

hardware and software issues [7].

Computer vision is a method that enables us to comprehend how images and
videos are stored, how to change them, and how to extract data from them. The
foundation or primary tool utilized in artificial intelligence is computer vision. Self-

driving cars, robotics, and photo-editing apps all heavily rely on computer vision [8].

1.2 Objectives

The main objective of this project is as follows:

1. Capture live video footage from a webcam and feed it into an image
recognition algorithm.

2. Train the model for known person image recognition and predict the person
in the real-time video stream.

3. Update data into firebase real-time database.

4. Trigger an event based on updates in the database via cloud function.

5. On successful trigger, a user should be notified by email notification.



2. METHODOLOGY

This project uses OpenCV to facilitate face recognition, Firebase real-time
database for storage, and Firebase cloud function for event trigger and email
notification. This section gives a brief review of the above mentioned

technologies, approaches, and methods used in this project.

2.1 OpenCV

OpenCV is a substantial open-source library for image processing, machine
learning, and computer vision. It now plays a significant part in real-time
operation, which is crucial in modern systems. Using it, one may analyze
pictures and movies to find faces, objects, and even human handwriting. Python
can handle the OpenCV array structure for analysis when it is integrated with
different libraries, such as NumPy. We use vector space and apply mathematical
operations to these features to identify visual patterns and their various

features.

OpenCV's initial release was 1.0. OpenCV is free for academic and
commercial use because it is distributed under a BSD license. It is compatible
with Windows, Linux, Mac 0S, i0S, and Android and offers C++, C, Python, and
Java interfaces. Real-time applications for improved processing efficiency were
the primary consideration when OpenCV was developed. To take advantage of

multi-core processing, everything is written in optimized C/C++ [9].

As there are many real-time use cases of OpenCV, we are using it for face

recognition in this project.
2.2 Firebase

Google's Firebase is a tool that makes it simple for developers to create,



maintain, and expand their apps. It makes it easier for developers to create apps
more quickly and securely. Because there is no programming required on the
firebase side, it is simple to use the features more effectively. It offers services to
web, unity, android, and i0OS. It offers cloud storage. The database used for data

storage is a NoSQL one [10].
2.3 Firebase Cloud Function

A serverless execution environment called Google Cloud Function is used to
create and connect cloud services, also Function as a service (FaaS). One definition
of serverless is the removal of the responsibility of having servers, setting or
upgrading software, and patching operating systems by using cloud functions.
Google is in charge of all management of the infrastructure and software. We just

have to add the code.

Python and JavaScript are two programming languages that are supported by
Google Cloud Function (Node.js). This makes it easier for developers who are

proficient in Python or Java to upload functions in rapid implementation [11].

We have deployed the firebase function written in Node.js to send email

notifications.

The main characteristics of cloud functions are:
e Serverless

e Payasyou go

e Event-driven

e (Connects and extends cloud services

e Scales automatically



3. Installation Guide

The part explains how to put the plan into action to achieve desired goals.
Although some precise milestones have been discussed in this section, a hybrid

strategy was adopted throughout the development.

To configure the project, try walking through these steps which begin with the
required setup steps to integrate the python environment and go through setting up

the firebase console.

3.1 Setting up Python Environment

The open-source Anaconda distribution is the easiest way to perform Python
data science and machine learning on Linux, Windows, and Mac operating systems
(0S). The Anaconda distribution has pre-installed most popular libraries such as
NumPy, Pandas, Conda, SciPy, etc. So, users do not have to deal with installing these

libraries.

To download Anaconda distribution for different OS, go to the link:

https://www.anaconda.com/products/distribution#Downloads

For more information about Anaconda, go to the link

https://www.anaconda.com/

The page should look like this.


https://www.anaconda.com/products/distribution#Downloads
https://www.anaconda.com/
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Choose the supported version and download it. We are using a 64-Bit (M1) Graphical
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For the next step, install the following python libraries that are required to do face-

recognition; cmake, dib, face_recognition, etc.

Install CMake in Anaconda. CMake is an open-source, cross-platform family of
tools designed to build, test, and package software. It is used to control the
software compilation process using simple platform and compiler-independent

configuration files.

(base) parth_desai@PParths-Air ~ % pip install cmake

Requirement already satisfied: cmake in ./opt/anaconda3/lib/python3.9/site-packa
ges (3.22.5)

Install OpenCV in Anaconda. OpenCV (Open-Source Computer Vision Library) is
an open-source computer vision and machine learning software library. OpenCV
was built to provide a common infrastructure for computer vision applications and
to accelerate the use of machine perception in commercial products. Being a BSD-
licensed product, OpenCV makes it easy for businesses to utilize and modify the

code.
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[(base) parth_desai@Parths—Air ~ % pip install opencv-python |
Requirement already satisfied: opencv-python in ./opt/anaconda3/lib/python3.9/si
te—-packages (4.6.0.66)

Requirement already satisfied: numpy>=1.17.3 in ./opt/anaconda3/lib/python3.9/si
te-packages (from opencv-python) (1.22.4)
(base) parth_desai@Parths-Air ~ % [}

Install Dlib in Anaconda. Dlib is a C++ toolkit containing machine learning
algorithms and tools. Here Dlib is used for face detection and facial landmark
detection. The frontal face detector in Dlib is simple, fast, and powerful. It is

written in C++, that is the reason behind installing Cmake beforehand.

[(base) parth_desai@PParths-Air ~ % pip install dlib ]
Requirement already satisfied: dlib in ./opt/anaconda3/lib/python3.9/site-packag

es (19.24.0)
(base) parth_desai@Parths-Air ~ % JJ

Install face_recognition in Anaconda. This is the base library that is being using
for face recognition and is very important for this project. It is built using Dlib’s

face recognition feature.

(base) parth_desai@Parths-Air ~ % pip install face_recognition |

Requirement already satisfied: face_recognition in ./opt/anaconda3/lib/python3.9
" /site-packages (1.3.9)

Requirement already satisfied: face-recognition-models>=0.3.0 in ./opt/anaconda3

/lib/python3.9/site-packages (from face_recognition) (©.3.0)

Requirement already satisfied: Click>=6.0 in ./opt/anaconda3/lib/python3.9/site-

packages (from face_recognition) (8.1.3)

Requirement already satisfied: Pillow in ./opt/anaconda3/lib/python3.9/site-pack
ages (from face_recognition) (9.1.1)

Requirement already satisfied: numpy in ./opt/anaconda3/lib/python3.9/site-packa
ges (from face_recognition) (1.22.4)

Requirement already satisfied: dlib>=19.7 in ./opt/anaconda3/lib/python3.9/site-
packages (from face_recognition) (19.24.0)

(base) parth_desai@Parths-Air ~ % I

Install firebase_admin. This project uses a firebase real-time database and to
connect with it, this library is required. The official documentation is liked here

(https://firebase.google.com/docs/database/admin/start).
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(base) parth_desai@PParths-Air ~ % pip install firebase_admin

Requirement already satisfied: firebase_admin in ./opt/anaconda3/lib/python3.9/s
ite-packages (5.2.0)

Requirement already satisfied: google-api-python-client>=1.7.8 in ./opt/anaconda
3/1ib/python3.9/site-packages (from firebase_admin) (2.39.0)

Requirement already satisfied: cachecontrol>=0.12.6 in ./opt/anaconda3/lib/pytho
n3.9/site-packages (from firebase_admin) (0.12.11)

Requirement already satisfied: google-cloud-storage>=1.37.1 in ./opt/anaconda3/1l
ib/python3.9/site-packages (from firebase_admin) (1.41.1)

3.2 Setting up Firebase

Login into the Firebase console with a google account.

https://console.firebase.google.com/

< o console firebase google. com B ® % = 0

"‘ Firebase Go to docs ‘ (:‘,

Your Firebase projects

Face Detection Notification
face-detection-notification

+

Add project

Create a new project, by clicking the “add project” button.

« C @ console.firebase.google.com " H O »ITOM

@ Firebase TN

]

Your Firebase projects

Face Detection Notification

face-detection-notification

e

Add project

Explore a demo project Firebase projects are
containers for your apps

05+ <[>
Apps in a project share features like Real
time Database and Analytics
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https://console.firebase.google.com/

Create a Project. Enter a name for the project.

console.firebase.google.com

X Create a project (Step 1 of 3)

Let's start with a name for
your project®

Project name

My new Project

# my-new-project-109¢1

@ You're 2 projects away from the project limit. Consider adding Firebase to an
existing project or request an increased limit.

Request an increase

Continue all the way through and create a project. We are using the firebase function
for the project that requires entering the billing details. Firebase provides $300
credits to the new users for 30 days to use it which would be sufficient for such small-
scale projects. For Billing, usage can be checked through the firebase dashboard and

can be disabled at any moment.

X  Create a project (Step 3 of 3)

Configure Google Analytics

Choose o create a Google Analytics account @

I .1! Default Account for Firebase v ]

Automatically create a new property in this account "

Previous Create project
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After the successful setup of the project. Open the project. The dashboard of the
project should look like this.

€« C @ console.firebase.google.com,

h Firebase Face Detection Notification v Gotodocs M ﬁ‘,

Face Detection Notification ( sz

Build + Add app

= Authentication

App Check

Firestore Database

)

Extensions Downloads (7d total Storage (current) Invocations (7d total

BZoeRe¢lN»a

Siorecs 430KB +38541% 102B 58
Hosting
Functions
Machine Learning
Release & Monitor
| n18 in 24 in 1 jun 24 un 18 un 19 L Ju i in
Analytics )
. ]
Modify
Storage (current) @ f
424MB : > ‘ % >
Jun 18 Jun 19 Jun 20 Jun21 Jun 22 Jun 23 Jun 24

The Firebase real-time database is used for this project. Follow the below steps to set
up the real-time database. Go to the Realtime Database tab and click on create a

database.

<« C @& console.firebase.google.com " w H ® % = 0O ":". H

¥ Firebase Face recognition e &

A  Project Overview o

Build

s Realtime Database

App Store and sync data in real time

Create Database

S Fires
Extensions

Storage

Hosting

§: Is Realtime Database right for you? = Compare Databases 2

Select Realtime Database location, in this case, the United States (us-central-1) server

is used. That should not make difference for such a small-scale project.



Realtime Database

Set up database

o Database options 2 Security rules

[Unlled States (us-central1)

Here in this step, there is two options “start in locked mode” or “start in test mode”.

The project is in the initial state so the 2nd option is enabled.

C @ console.firebase.google.com,

Set up database
1 Database options e Security rules

ata structure you will have to write rules to secure your data

() startin locked mode

“.read": "now < 1658700000000, // 20822-7-25
".write": "now < 1658700000000", // 2022-7-25

(@ startin test mode
Vour data Is open by
quick setup. Howe

@ The defauit security rules for test mode allow anyone with your
database reference to view, edit and delete all data in your
database for the next 30 days

After a successful setup, the real-time database should look like this.



S — Realtime Database o

Data  Rules  Backups  Usage
Build —

@

@ Protect your Realtime Database resources from abuse, such as billing fraud or phishing  Configure App Check X

GD  https://face-recognition-b0cot-default-ridb firebaseio.com

<
<

ttps://face-recognition-blc96-default-rtdb, firebaseio,com/ null + B

% Extensions
-]

Storage

® Hos

Functions

PN Rcaltime Database o

Data  Rules  Backups  Usage
Build M

Authenticatic
Authentication @ Protect your Realtime Database resources from abuse, such as billing fraud or phishing  Configure App Check X
App Check

Firestore Database

GD  https:/face-detection-notification-default-rtdb firebaseio.com

><

Extensions
Storage
Hosting
¢ "p142desai@gmail.com”

Functions

Machine Learning
email: "p142desai@gmail.com"

unknown: ‘0" |
Release & Monitor

Now deploy the firebase function to send an email as the database update event. Go to

the Functions tab from the side navigation bar.

h Firebase Face recognition v Gotodocs M

A Project

Functions

Build Run your mobile backend code without
managing servers

2% Authentication
App Check

Firestore Database @ o use Functions, upgrade your project’s billing
plan

Realtime Database

Extensions Upgrade project

Storage

o ¢l »a

Hosting

& Z

Machine Learning

Release & Monitor

Learn more

Analytics e @ Introducing Cloud FunctiogifoRifebase LY ~
How do | get started? Watch |ater  Share

Upgrade

<

n How does Functions work?




To deploy the functions, the project must have billing details. Click on the Upgrade
project button and add billing details.

Functions

aze Pay as you go

o You will now be charged based on your usage of
Database, Storage, Hosting, Machine Learning, Test Lab,
Functions, and Google Cloud services

Billng to @

My Billing Account  Viev

Geneel

The next step is to set up the firebase function. Firebase-tools is a pre-requisite for

that and install it using npm.

Functions

Set up Functions

’ Install (?) Deploy

Now create the function folder in the code directory and inside that run the following
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command to set up the firebase function.

Command: firebase init

Now there are multiple options available for setup. Navigate via arrow keys and select

“Functions” by using the space key and then press enter to proceed.

Last login: Sat Jun 25 23:27:17 on ttys@e2
(base) parth_desai@Parths-Air function % pwd

HEBBARER BRER BHBARHRE BRARBRBE SRBBERBH #a# HRBURE RURRBRER
## i ## ## HH ## ## ## ## ##
###ais #ERBHHHR BRARBR #EBBHHRE  BHABBRERE  BEBRHE BEBHRE
## ## ## ## ## ## ## ## ##
#E BRI BRBRBEEE B8 #i RRHERE  BRRBEREE
You're about to initialize a Firebase project in this directory:
/Users/parth_desai
Before we get started, keep in mind:
* You are initializing within an existing Firebase project directory
Which Firebase features do you want to set up for this directory? Press Space
to select features, then Enter to confirm your choices. (Press <space> to select

, <a> to toggle all, <i> to invert selection, and <enter> to proceed)
)0 e: a rules file for Realtime Database and

Project Setup
First, let's associate this project directory with a Firebase project.
You can create multiple project aliases by running firebase use --add,
but for now we'll just set up a default project.
i Using project face-detection-notification (Face Detection Notification)

=== Functions Setup

A functions directory will be created in your project with sample code
pre-configured. Functions can be deployed with firebase deploy.

? What language would you like to use to write Cloud Functions?

) JavaScript
TypeScript

Select “yes” for the following step. Use Command: firebase deploy, to deploy the

function into the cloud.
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’ File functions/package.json already exists. Overwrite? Yes
Wrote functions/package.json

’ File functions/.eslintrc.js already exists. Overwrite? Yes

’ File functions/index.js already exists. Overwrite? Yes
Wrote functions/.eslintrc.js
Wrote functions/index.js

’ File functions/.gitignore already exists. Overwrite? Yes
Wrote functions/.gitignore

? Do want to install dependencies with npm now? Yes

npm Unsupported engine {

npm package: undefined,

npm required: { node: '16' },

npm | current: { node: 'v18.4.0', npm: '8.12.1' }

npm }

up to date, audited 299 packages in 538ms

27 packages are looking for funding
run ‘npm fund® for details

found @ vulnerabilities

i Writing configuration info to firebase.json...
i Writing project information to .firebaserc...

v Firebase initialization complete!

After using the command, it will take a while to deploy the function and most probably

give an error if billing details are not correct.

Check logs if you are facing unwanted errors.

Last login: Sat Jun 25 23:27:30 on ttyseee
(base) parth_desai@Parths-Air functions % firebase deploy

=== Deploying to 'face-detection-notification'...

i deploying functions
Running command: npm --prefix "$RESOURCE_DIR" run lint

functions: Finished running predeploy script.

functions: ensuring required API cloudfunctions.googleapis.com is enabled...
functions: ensuring required API cloudbuild.googleapis.com is enabled...
functions: required API cloudbuild.googleapis.com is enabled

functions: required API cloudfunctions.googleapis.com is enabled

functions: preparing codebase default for deployment

After successful deployment, the Functions tab should look like this.
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. Firebase Face Detection Notification + Gotodocs I &

A P Functions

Dashboard Health Logs Usage

@ Protect your Functions resources from abuse, such as billing fraud or phishing  Configure App Check X
enticati

App Check
Function Trigger Version Requests (24hrs)  Min/ Max Instances  Timeaut
sendEnail &g ref.unda ‘ 0 ,
5 centralt B icatonnk

Storage

Hosting

Func

Machine Learning
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er page 5 - Tof
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4. CONCLUSION

Cloud computing services are focused on sharing. Many services, including
[aaS, SaaS, PaaS, and FaaS, are offered via cloud computing. FaaS and python
scripts are used for real-time face detection and firebase as a database for the
project. Any authenticated user can update the cloud function and real-time

database from the google cloud console.

This report begins with a quick explanation of cloud computing and then lists
the sources used in the project. Then explanation of the code for the various
functions and how we implemented them. We were finally able to launch and
integrate the project. The results were fantastic because the system sends

emails each time an unknown person is detected by the algorithm.

No system in the world is perfect neither is this, many things can improve
such as the facial recognition algorithm being pretty basic because the main aim
of the project was to integrate with the cloud and that part is working
seamlessly. Apart from that, there can be another cloud function that could be

deployed for face data storage.
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