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Introduction

In the last Lab Exercise you did the following things:
e Set up a Network using Linux
o Configuring a Gateway for a Network

o Configuring Clients in the Network
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Introduction

In this Lab Exercise we will learn the following things:
@ What Firewalls are and how they work
@ How a packet filter works

@ Some basic things about iptables

After this Lab Exercise

After you solved this Lab Exercise you have some basic knowledge
about packet filters and iptables. This knowlegde will help you to
understand security issues in Computer Networks!
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Security Hazards in IP-based Networks

IP-based networks are vulnerable to some risks [1]:

e Denial of Service Attacks (DoS) [2] — An Attack on a
Server that makes the Service unavailable

e MAC-Spoofing — Changing the MAC-Address to a valid
MAC-Address in a private Network

e IP-Spoofing [3] — Changing the Sender Address in IP-Packets
to a different IP-Address

MAC-Spoofing

Changing the MAC-Address in Linux is a simple task.

Simply issue the following commands [4]:
@ /etc/init.d/networking stop

@ ifconfig ethO hw ether <MAC-ADDRESS>
KFURT
@ /etc/init.d/networking start ERSITY
o -IENCES
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Firewalls

There are different types of Firewalls:

e Personal (Desktop) Firewall [5, 6] — Software solution
installed on a computer that secures the Networking services

e Hardware (Network) Firewall [7] — A Hardware component
that secures two different networks

o Packet Filter ! — Checks the IP-Addresses and Ports by
inspecting the Header information of each packet

e Application Layer Firewall [8] — Checks the protocol
information of packets but also its payload
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Personal and Network Firewalls
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Personal and Network Firewalls

Personal Firewalls [5, 6]:
@ Secures the Computer from Malware
@ Monitors Network Services provided by the Computer
@ Checks incomming and outgoing Requests by Services
Network Firewalls [7]:
o Logically seperates two Networks (WAN from LAN)

@ Monitors connections from the Internet to the private Network
and vice versa
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Application Layer Firewall
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Application Layer Firewall

Application Layer Firewall [8]:
@ Checks the Protocol information and payload of all packets

@ Serves each connection from Client to the Server in the
Internet (Proxy Server)

@ Can change the incomming and outgoing packets of the
transmission

The topics Personal, Network Firewall and Application Layer
Firewall are discussed in more detail in the lecture IT-Security.
There these topics are discussed in more detail. This Slide set only
provides you with basic information.
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Packet Filter

Packet Filters have the following charachteristics:

@ Checks the IP-Addresses and Ports of incomming and outgoing
packets

@ Defines Rules for the incomming, outgoing and forwarded
packets

e Nowadays part of Routing devices (e.g. FritzBox)
Packet filters define Rule Chains and Policies
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Rule Chains
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Rule Chains

Input Chain:

@ Defines the behaviour of incomming packets that are locally
processed

Forward Chain:
@ Defines the behaviour of packets that pass through the router
Output Chain:

@ Defines the behaviour of packets that go from a local process
to the destination

Prerouting Chain:
@ Defines the behavour of packets before routing them
Postrouting Chain:
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Policies

The following policies exist:
@ ACCEPT - Accepts all packets
@ DROP — Drops all packets (Without error information)
@ REJECT — Rejects all packets (With error information)
@ LOG - Logs information about the packets

Policies define the behaviour of a chain

If no rule can be applied to the packet the poilicy defines how the
packet should be treated
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Rule Chains and Policies
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Rule Chains and Policies

The concept of Rule Chains and Policies is a key element in
working with iptables

The definition of Rule Chains and Policies in iptables is
explained in the next section!
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iptables

iptables [9] is a command-line tool for the configuration of
packet filters

The tool is used to define Policies and Rule Chains in Linux

It is the standard tool for packet filters in Linux
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iptables — Definition of Rules

The most important Rule Chains in iptables are [10]:
@ INPUT - rules for incomming connections
@ FORWARD - rules for incomming connections that pass through

@ OUTPUT - rules for outgoing connections

The rules that are already defined in the system can be listed with
the following command:

@ sudo iptables -L -v
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iptables — Definition of Rules

henry@henry-ThinkPad-X250:~5 sudo iptables -L -v
INPUT (policy ACCEPT 685 packets, 507K bytes)
s bytes target prot opt in out source destination

FORWARD (policy ACCEPT @ packets, © bytes)
s bytes target prot opt in out source destination

OUTPUT (policy ACCEPT 736 packets, 139K bytes)
bytes target prot opt in out source destination
henry@henry-ThinkPad-X250:~5 ﬁ

Figure: Listing the rules in iptables
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iptables — Definition of Rules

Some important options 2:
-A, -append Appends rules to an existing chain
-s, -source Specifies the source address (e.g. 192.168.0.1/24)
-d, -destination Specifies the destination address
-p, -protocol Specifies a protocol (e.g. tcp, udp, icmp, etc.)
-destination-port,-dport Specifies the destination port

-i Specifies the interface (e.g. eth0, wlan0)

-ctstate Specifies the state of connections
(e.g. NEW, RELATED, etc.)
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iptables — Definition of Rules

Examples of Rules:

@ iptables -A INPUT -s 10.10.10.10 -j DROP
Blocks all connections from IP-Address 10.10.10.10

@ iptables -A INPUT -p tcp --dport ssh -s 10.10.10.10 -j DROP
Blocks all ssh connections from IP-Address 10.10.10.10

An Example using connection states:

© iptables -A INPUT -p tcp --dport ssh
-s 10.10.10.10 -m state --state NEW,ESTABLISHED -j ACCEPT
Command 1 allows ssh connections from IP-Address 10.10.10.10 but no ssh
connections to this IP-Address.

@ iptables -A OUTPUT -p tcp --sport 22
-d 10.10.10.10 -m state --state ESTABLISHED -j ACCEPT

Command 2 allows ssh connections to send back packets if there is a session
established | | FRANKFURT
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iptables — Definition of Policies

Policies are useful to handle packets that do not apply to a rule in a
Rule Chain
iptables defines the following policies:

@ ACCEPT — Accepts all packets

@ DROP — Drops all packets (Without error information)

@ REJECT — Rejects all packets (With error information)

@ LOG — Logs information about the packets

The Parameters for the policies need to be specified with the
option -P or --policy!

DROP vs REJECT

DROP blocks any connection without error information. REJECT
returns an error message that helps administrators to identify the CEURT

ERSITY

machine. IENCES
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iptables — Definition of Policies

Some Examples for policies in iptables:

@ iptables -P INPUT DROP
Blocks all packets that do not apply to a rule in the INPUT
Rule Chain (without error message)

@ iptables -P OUTPUT ACCEPT
Accepts all packets that do not apply to a rule in the OUTPUT
Rule Chain

@ iptables --policy FORWARD REJECT
Rejects all packets that do not apply to a rule in the FORWARD
Rule Chain (an error message is sent)

Default Deny Policies

A Policy where all packets in all Rule Chains are blocked using
DROP is called default deny. In a default deny setup rules for
allowed connections have to be specified. Everything that is not KFURT

ERSITY

defined by a rule is blocked per default. IENCES
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iptables — DROP

ping 192.168.2.1
PING ! 1 1 (192.168.2.1) 56(84) bytes of data.
From 1 1 icmp_seq=1 Destination Port Unreachable
From 1 1 icmp_seq=2 Destination Port Unreachable
From 1 ] 1 icmp_seq=3 Destination Port Unreachable
From icmp_seq=4 Destination Port Unreachable
From 1 1 1 icmp_seq=5 Destination Port Unreachable
AC
--- 192.168.2.1 ping statistics ---
5 packets transmitted, ® received, +5 errors, 100% packet loss, time 4008ms

=24

Figure: DROP — Destination Port unrechable
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iptables — REJECT

master@master:~% ssh master@l92.168.3.1

ssh: connect to host 192.168.3.1 port 22: Connection refused
master@master:~$ ssh master@l92.168.3.1

ssh: connect to host 192.168.3.1 port 22: Connection refused
master@master:~$ |:|

Figure: REJECT — Connection refused
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Lab Exercise 3

This slide set gives a you brief overview of the tools and
technologies discussed in Lab exercise sheet 3.

Hopefully this slide set gives you the abillity to solve the tasks of
exercise sheet 3!

Lab Exercise 3

Have fun solving the Exercise Sheet and if you have questions,
don't be afraid to ask ;-)

Submission Lab Exercise Sheet 3

| A\

Please do not forget to submit your results on Moodle until 21st
June 2020 !
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