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Chapter 1

INTRODUCTION

1.1 Technologies

Docker is the most widely used container virtualization system [1| and provides several very useful tools for
development, maintenance and deployment of cloud software applications. There are two types of resources
in docker: containers and images. Images are modified versions of software distributions that can be run
through the docker virtualization engine in a platform-independent way, without the overhead of running a
full operating system instance on VM or bare hardware in a (virtual) cluster. This efficient approach allows
a regular developer machine to run multiple software containers at once and act as a single- or multi-node
virtual cluster. It also makes things easier to reuse in any place for its versioning of images and availability
on the docker hub. Kubernetes helps us to scale the system when we deploy something using it for its
containerization and orchestration system. Our project report has described one of the applications using
docker and Kubernetes implementation on the AWS platform.

1.2 Motivation

We wanted to build a system that can make an easy way for users for delivering content in the shortest
possible time based on location. To build a system that can point to nearby servers and can give the best
performance to the requested user. There are always some issues with downloading speed and uploading
speed alongside the bandwidth limit. It also causes delays to stream something. To find out the solution
for this situation pointing out to nearby servers is much more needed. So this system has some real-life
motivation. Also for gaming servers and other related places it is also needful to connect nearby places
for best performance. Relative to network limits and other connectivity issues a Content Delivery Network
(CDN) can solve these criteria easily. Especially when it is on virtual machines and running its instances.
So it motivated us to build something for this situation.

To be mentioned, learning about docker and Kubernetes was our priority for completing the project and
later we decided to make something that has real-life implementation and can work on different perspectives
and can make values.

To energize the project we have studied several cases online and wanted to learn about content delivery
systems from there. We have seen it has various uses and different ways to build it. Which also gave us
enough motivation to build something like that. We worked hard and built enough strength to make it
successful. However, on the journey, we had faced several errors while deploying and creating clusters online
and team issues which made us a little disturbed to complete project but in the end, we tried to build
something really useful. In the later part of this report, it has been described how all things have been built,
implemented, finalized, and deployed as well as tested on the cloud.



Chapter 2

PROBLEM DESCRIPTION

2.1 Problem Statement

From the motivation section already the idea about the project has been shared. However, our problem
statement may found a little different than the motivation part as we tried to build something new after
getting ideas from motivation. Including the details that have been shared in the motivation section, We
want to build a Content Delivery Network (CDN) application which will be used for getting content faster
according to IP address. The mechanism is like that according to relative an IP address, the user will be
redirected to the nearest server location after certain times. In this context of development, it is going to be
a multinode architecture.

2.2 Explanation

Container 1
Master Node

System Prototype

node.js/python
web app
in nginx/apache
server

Container 2
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Location: ASIA
e ResultedDatd
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Fig: Multinode Cloud Architecture

Figure 2.1: Multinode Cloud Architecture Prototype
(Prototype was our first idea but later implementation we slightly changed this)

In figure 2.1, it has been shown a multinode cloud architecture system prototype for our CDN service. There
are several servers for several different kinds of contents. Container 1 is master node where nginx/apache
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server is installed. It could be located in the USA. Slave 1 is Container 2 where the proposed location may
be in Asia. This server purpose is to serve images. Where as Container 3 is database server which location
may be in FKurope. It works as Slave 2. This kind of multi-node cloud architecture are our requirements
to build this CDN system. It was our first idea about implementation but later in real-life implementation,
these requirements had slightly changed based on the situation.

Content delivery network serves users request simultaneously for different purposes. Content can be different
types. Content can be delivered from a server or can divide to different clusters/node around the world.
Users with their browser request using URL.

This master node has installed Apache server which hosts a webpage. It detects some of the details of the
user. This detection is based on user IP address. After that, the user will be redirected. After this redirec-
tion, it will go to a server nearby which contains image, database or mixed contents.

The resulted output sent from the server will be displayed to the user at once. For all of these reasons this
system is multi-node and working as a content delivery network for the user.

2.3 Why we need it

There are several reasons to build a content delivery network. The first reason can be said it will help the
user to find their content as little time as possible. Not only that sometimes when several users try to reach
the same website it can find difficult because of the bandwidth limit. In that case, the system will serve
the user and redirect them to the nearest available server. As well as for the growing number of requests it
works as a load balancer that can adjust the volume of requests according to the traffic. For all these kinds
of purposes, it is much needful to use CDN.

2.4 When not to use it

This system is complex to build and deploy. When the system has a smaller number of users then it has
a smaller number of requests. So in that case it is not a good idea to use a content delivery network. To
be mentioned, to give the user much flexibility and faster speed we need CDN. If these things make these
criteria complex then the CDN system is not useful. In that case, a simple content delivery system could be
used in single-node architecture.

2.5 Real life problems case study

Especially in some countries, when the university admission test result has been published online. There is
only one website available for getting the result. In that case, when the user is too much then the server got
lagging, slow or sometimes gets shut down. As the system cannot distribute the users properly at the same
time it gets close down. In this kind of situation, when the contents are distributed in different nodes, it will
make the thing available to the requested users easily when anyone request.

2.6 Popular CDN networks

There are several examples of CDN in our regular life which we use frequently. Some popular ones name are
mentioned here for an example: Amazon cloudfront |2], CloudFlare |3|, Akamai technologies |4] etc. These
are world’s largest distributed computing platforms according to [4]. Most of them offers several common
services some of them are: Firewall, Latency distribution, DDoS attacks protection, Load balancing, Faster
content delivery which help to speeding up websites etc.
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IMPLEMENTATION OF PROJECT

3.1 Software and Hardware Requirement

The first thing we did when we wanted to build our system is we have analyzed our feasibility study. We
have seen we need to learn Docker and Kubernetes from scratch to make it a running system. We learned
it and then tested the commands to make a workable thing. We had planned to deploy our systems’s image
into the cloud which we have made into our local machine using the docker.

The local machine needs HyperX enabled in BIOS settings and needful of atleast 8gb RAM to run docker.
Some updated configuration of computer give support to run it smoothly. Docker is a platform for devel-
oping, shipping and running applications easily. A software can deploy in the dockerized image format and
later it can deploy in any platform. So it is platform independent and easier to run [5|. After that we have
studied about Kubernetes. Which is very popular for orchestration, topology and scaling [6].

We had also researched geographic redirection for IP addresses as long as it can be done with PHP. Alongside
that, we had also needed to learn about AWS and its features and how to deploy and set up things there.
Even deploying to AWS was a hard part of the project for some credit card related billing issues while
activating AWS account.

3.2 Description of Implementation

Firstly we have built the docker images of an Apache webserver which we have later put into docker hub.
From that hub, we always cloned it into our local machine. Then we have tried to deploy it into AWS so
that we can make it for public usage. We had to face lots of trouble to deploy in the AWS for its login
error. Here in the below points, we are showing the steps of the process for creating and running the docker
container and uploading in the docker hub, and then pulling that from the docker hub into the desktop.

3.2.1 Building the container:

Here we have been described how we have built our docker container. We have used docker desktop version
and WSL linux for our docker container making. In our docker container there will be image for Apache
webserver in ubuntu platform. We have also used another SSH client name MobaXterm to write all the
commands inside.

There are two ways to build that container. We have used the most popular way for this. In below figure
3.1 the process has been described.
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php:7.2-apache

./apache_conf/.bashrc /root/.bashrc
apt-get update
apt-get install nano

./apache_conf/site.conf /etc/apache2/sites-available/000-default.conf
./apache_conf/docker.conf /etc/apache2/conf-available/docker-php.conf

./public-html/ /var/www/htmlj

Figure 3.1: Creating docker image for Apache webserver

We are using the following codes:

FROM php:7.2-apache

COPY ./apache_conf/.bashrc /root/.bashrc

RUN apt-get update

RUN apt-get -y install nano rsync

COPY ./apache_conf/site.conf /etc/apache2/sites-available/000-default.conf
COPY ./apache_conf/docker.conf /etc/apache2/conf-available/docker-php.conf
COPY ./apache_conf/php.ini /usr/local/etc/php/php.ini

COPY ./public-html/ /var/www/html/

On the above lines, all the Apache settings, configurations, and directories for showing files have been moved
to the docker image. As well as PHP, nano, and rsync tools inside that image.

This is how we create the docker images according to our needs for the project. This way is an approach to
build the image container. After we dockerized the image we can use it anywhere using Docker.

3.2.2 After building the container

After creating our docker image it is now available online publicly. Each time we change something inside
that we update and push it into docker hub.

Docker hub address for our project is: https://hub.docker.com/r/entty/cloud_project

We can run docker image after starting the docker for desktop or docker virtualization in our local PC. We
are running the container by following code:

# docker run -dp 80:80 entty/cloud_project:latest

Here one thing to be mentioned, we are running all the codes of this project in the root command prompt
which mentioned with #. All of these codes are also possible to run with a user command prompt which
usually starts with $.

After running docker we can go inside the docker container by writing some of the codes. Then we can use
this just like our local machine. Docker desktop automatically provides some name for the running image.
In our case after running the docker image as container, docker is giving us different names. While we wrote
this report, docker had gave us the name busy chandrasekhar for the running container. So the code for
entering inside container to edit:
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# docker ezec -ti busy_chandrasekhar /bin/bash

root@80bbO65Sadddc : /var/www/html# nanofl/etc/apache2/sites-available/000-default.conf

Figure 3.2: Calling nano editor inside ubuntu dockerized image to setup Apache config file

In figure 3.3, it is showing different settings of the Apache server while inside 000-default.conf file using nano
editor.

GNU nano 3.2 /etc/apache2/sites-available/000-default.conf Modified

[<VirtualHost *:80>

ServerAdmin webmaster@
DocumentRoot /var/www/html

<Directory /»
Op
</Directory>

ErrorLog ${APACHE_LOG_DIR}/ log
CustomLog S{APACHE_LOG_DIR}/access.log combined

l</VirtualHost>

File Name to Write: /etc/apache2/sites-available/000-default.conf
;e G Nt DOS Format M. Append Bz Backup File
Mac Format Ba Prepend

Figure 3.3: Changing settings inside the Apache server

root@80bb065adddc : /var/www/html# apt-get update
:1 http://security,.debian.org/debian-security buster/updates InRelease [65.4 kB]
2 http://deb.debian.org/debian buster InRelease [121 KkE]
3 http://deb.debian.org/debian buster-updates InRelease [51.9 kB]
:4 http://security.debian.org/debian-security buster/updates/main amd64 Packages [254 kB]
5

http://deb.debian.org/debian buster/main amd64 Packages [7906 kB]
:6 http://deb.debian.org/debian buster-updates/main amdé4 Packages [7856 B]
Fetched 8407 kB in 5s (1845 kB/s)
Reading package lists... Done
root@80bb065adddc : /var/www/html#

Figure 3.4: Inside the server we are updating

Here it shows in figure 3.4 that we are updating the Ubuntu. After saving the changes and updates we are
restarting the container in virtual machine:

# docker restart entty/cloud_project:vl

Here in above restart code, we have mentioned the container name as entty/cloud project and it’s version
number as vl. Then we are pushing that image to dockerhub using below code:
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# docker push entty/cloud_project:vl

Explore  Repositories  Organizations GetHelp =

Repositaries entty / cloud_project Using 0 of 1 private repositories. Get more

General Tags Builds Timeline Collaborators ~ Webhooks Settings

® entty/cloud_project Docker commands

To push a new tag to this repositary,

This repositary does not have a description 7

@ Last pushedl: 8 minutes ago

docker push entty/cloud project:tagname

Tags and Scans @ VULNERABILITY SCANNING « DISABLED Recent builds

Shat Link o source provider and run o build to see build results here,

This repository contains 2 tag(s).

TAG 05 PULLED PLUSHED

o vi .{’1 # rinutes ago 8 minutes ago

" vl .-f_.\ 4 days ago 4 days ago
Sea all

Figure 3.5: Our created image after pushing is now available in docker hub

Pulling the docker image using below code from docker hub to local machine for customizing again the
Apache configuration :

# docker pull entty/cloud_project:vl

Users\Zaki>docker pull entty/cloud project:vl

’ Pulling from entty/cloud project

52e50cd189d: complete

2266 : complete
AcBa5fa787al: complete
A6fc127c1884: complete
f768b7fadf16: complete
345b578c1a78: complete
9Baatedle78d: complete
complete
complete
complete
complete
complete
complete
complete
complete
complete

L

[ =0
M D =k

[=8

8b12c1d67bdfal126c31b394124a81f43cca51046307
entty/cloud project:vl

Figure 3.6: Pulling from docker hub

Now it is time to run docker container from pulled docker image using this command:
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# docker run -dp 80:80 entty/cloud_project:uvl

Here we have defined port 80 for this container and -dp means local container

So going to this link: http://localhost/ is perfectly working

“ C @ localhost

uni-fm webdesign Ceding graph Irmpartiart m ChaosPad Uni & How To Ask Questi-.

Index of /

Name  Last modified Size Description

@ helphtm 2020-12-0321:36 O
index htm 2020-12-03 2136 0
[] testhim 2020-12-0321:36 0

Apache/2.4.38 (Debian) Server at localhost Port 80

Figure 3.7: Accessed to the dockerized Apache server and showing root directory

3.3 Deploying on AWS
3.3.1 Why AWS?

AWS is a great platform for hosting cloud-related products, though there are many other companies available
online, we have chosen AWS because of its greater extend of support and flexibility. Though it has high-cost
issues, we have chosen this for deployment. In the below steps, it has been described several technologies
how we have implemented inside the AWS cloud platform.

We have chosen Frankfurt as our location for europe on AWS. We also tried on other regions but it was best
to check from our nearby location.

3.3.2 Docker

Here is shown our docker deployment in cloud. For deploying to AWS we have used our customized docker
build which is available in our gthub https://github.com/enttty/cdn_project/tree/master/docker_
build repository. For using this we had to create the environment inside AWS EC2. Amazon EC2 (Elastic
Compute Cloud) provides a scalable computing environment where the need for hardware investment is not
necessary. The cloud environment handles everything [7].
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© NeweC2 % (@ Welcome to the new ECZ console! X
e B We're redesigning the EC2 console to make it easier to use and improve performance. We'l release new screens periodically. We encourage you to try them and let us know where we can make improvements. To switch between the old console and the new console, use the
e New EC2 Experience toggle.
EC2 Dashboard wew
Events
Tags Resources Account attributes
Limits
‘You are using the following Amazon EC2 resources in the Europe (Frankfurt) Region: Supported platforms 3
¥ Instances
- VPC
Instances (running) 2| | Dedicated Hosts 0|  ElasticIPs 1
Instances wew Default VPC [4
-94fe7afe
Instance Types Instances 2| | Keypairs 4| Load balancers 1 Vi
Launch Templates Seftings
S Placement groups 0| | Security groups 8| | Snapshots [} £85 encryption
Savings Plans Volumes 5 Zones
P — Default credit specification
Dedicated Hosts new @® Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using the AWS Launch Wizard for SQL Server. Learn more X Console experiments
Capacity Reservations
v Images Explore AWS
Lo Launch instance Service health Service Health Dashboard [%
Launch Custom AMIs with Fast Snapshot Restore (FSR)
v Elastic Block Store )
Reduce instance boot times and improve disaster recovery
a To get started, launch an Amazon EC2 instance, which is a virtual server in the cloud. Region Status objectives with FSR. Learn more [
Snapshots Europe (Frankfurt) @ This service is operating normally
Save up to 90% on EC2 with Spot Instances
Mierrietenaoet Note: Your instances will launch in the Europe (Frankfurt) Region . e -
Optimize price-performance by combining EC2 purchase
Zone status

options i a single EC2 ASG. Lear more (3

¥ Network & Security

Security Groups. ew ?
ty Groups Scheduled events Zone Status Get Up to 40% Better Price Performance
Elastic IPS new Tdg instances deliver the best price performance for
eu-central-1a (euc1-az2) @ Zone is operating normally burstable general purpose workloads in Amazon ECZ. Learn
Placement Groups Europe (Frankfurt) more [
Key Pairs . eu-central-1b (euc1-az3) @ Zone is operating normally
Network Interfaces new 1-1c (euct-az1) @ Zone is operating normally

2 nal information 2
¥ Load Balancing Migrate a machine Enable additional Zones

Load Balancers

Figure 3.8: Inside the AWS EC2 control panel

Frankfurt v Support v

Experience X e

Tell s what you think

Q Filter by tags and attributes or search by keyword @| K < 1t50f5 > >
EC2 Dashboard wew
Events Name - | VoumemD | Size + | Volume Type ~ | IOPS ~| Throughput~ | Snapshot  ~| Created ~| Availability Zone - | State ~| Alam Status | AttachmentInformati-- | Monitoring | Volume Status + | Encryption  ~ | KMS Key
Tags VOLOTCT01.. 5 GiB 02 100 - snap-03ic3583..  February 5,2021al . eu-cenrakic @ inuse None Y +05MO4300735eb32 © Okay Not Encrypted
Limite OLObCE41s.. 5 GIB w2 100 B Snap-08c3583..  February 5, 2021l eu-centrak1c @ nuse None Yo  0b34a1958113711a @ okay Not Encrypted
fubemetes-d...  vol0e236ad... 2 GiB 02 100 - February 5,2021at . eu-centrak-ic @ avaiable  None - © Okay Not Encrypted
M Stave-data VoL09CribD1.. 5 GiB w2 100 B February 1,2021at_.  eucentral-1b @ avaiable  None - @ okay Not Encrypted
Instances new master-data vol-021376e. 5GiB p2 100 - January 27, 2021 at eucentral-1a @ available None Y Okay Not Encrypted

Instance Types

Figure 3.9: Inside the AWS EC2 control panel for EBS data storage

In figure 3.9 it has been shown the data storage which is a service from AWS named EBS(Elastic Block
Service) [8]. EBS uses a block storage format that allows scaling automatically for different purposes for
example containerized applications, big data analytics engines etc.

aws  Senvices v Frankiurt Suppod

Omrcennee | gy Service Health

Note: Your Instances will Launch in the Eope (Frankfur) region.
VPC Dashboard tew

4 Current Status. Details
Fitter by VPC: Resources by Region ¢ Refresh Resources
< ©  Amazon EC2 - Europe (Frankfurt) Service is operating normally
Q Selecta VPG Y ing the following A vee
ou are using the following Amazon VPC resources View complete service health details
v
VIRTUAL PRIVATE VPCs Frankfurt 1 NAT Gateways rankfurt Q .
ot Seeall regions v Sea all regions v Settlngs
Your VPCS New
Zones
Subnet: Subnets Frankfurt 3 VPC Peering Connections rankfurt O
et See allregions ¥ Seeall regions ¥ Console Experiments
Route Tables
Internet Gateways new Route Tables fanut 1| Network ACLs w1 Additional Information
T Seeall regions Seeall regions ¥
VPC Documentation
Gateways ew
DHCP Options Internet Gateways Frankfurt 1 Security Groups rankfurt 8 ::::'P"(S Ras
e mer Seeallregions ¥ Sceall regions ¥
Report an lssue
Elastic IPS new
Egress-only Internet Gateways Franicurt O Customer Gateways ranifurt O
Managed Prefix Seeallregions Seeallregions v :
- Transit Gateway Network Manager
Endpoints DHCP options sets e A Virtual Private Gateways .0 Network Manager enables centrally manage your global network across AWS and en-premises. Leam more
i i Seeallregionsw Seeall regions w
T ST Get started with Network Manager
NAT Gateways tew
T Elastic IPs Frankiurt 1 Site-to-Site VPN Connections rankfurt O . . .
9 Seeall rgiansy Seeallregions ¥ Site-to-Site VPN Connections
v
SECURITY Amazon VPC enables you to Use youir own isolated resources within the AWS cloud, and then
Endpoints Frankfurt Running Instances w2 directly to your own g ind dard pted [Psec VPN
Network ACLS Hew See all regions ¥ See all regions v
Security Groups new iz ENEN Conn et lon)
v Endpoint Services Frankfurt O

eI Seeall regions ¥

Reachability Analyzer
v

Figure 3.10: Inside the AWS control panel during VPC creation
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VPC is another service of amazon AWS where it stands for virtual private cloud. In VPC it supports different

virtual network services. |9

@D New VPC Experience

Tell us what you think

= Subnets (3) info
VPC Dashboard wew
Filter by VPC ‘ Qs
4
Q Selecta VPG
[ Name v SubnetiD state v wec v
v
[m subnet-afe148e3 @ Available vpc-9afe7afe | default_vpc
VIRTUAL PRIVATE
cLoun C subnet-bad49fc6 @ Available vpc-94feTafe | default_vpe
Your VPCs tew (] - subnet-2f365945. @ Available vpc-94fe7afe | default_vpc

Subnets new ‘

Bibn Takinn |

1Pv4 CIDR v
17231.0.0/20
17231.320/20
17231.160/20

=
<1 > ®
IPv6 CIDR 4 ilabl ddi v ilability Zone -
. 4072 eu-central-1c
- 4091 eu-central-1b
. 4089 eu-central-1a =

Figure 3.11: Three different VPC are running our instances

3.3.3 Kubernetes

It takes 15-20mins to build this EKS (Amazon Elastic Kubernetes Service)

CloudFormation » Stacks

= Stacks (1)

> eksctl-cdnduster-cluster

Frankfurt ¥

| Q Filter by stack name

R
1

eksctl-cdncluster-cluster
2021-02-04 14:11:15 UTC+0100
(© CREATE_IN_PROGRESS

Figure 3.13: Inside the AWS control panel during EKS creation

Stack info | Events | Resources Qutputs Parameters Template Change sets
(o]
Events (21)
‘ Q, Search events | @
Timestamp v Logical ID Status Status reason
2021-02-04 14:12... PolicyCloud... (@ CREATE... -
2021-02-04 14:12... PolicyELBPer... @ CREATE... -
2021-02-04 14:12... ControlPlane (® CREATE... Resource creation Initiated
2021-02-04 14:11... PolicyCloud... @ CREATE... Resource creation Initiated
2021-02-04 14:11... PolicyELBPer... (@ CREATE... Resource creation Initiated
2021-02-04 14:11... PolicyCloud... @ CREATE... -

To create EKS we are using two nodes and the file format as yaml file. The yaml code for 2 nodes is here:

apiVersion:
kind: ClusterConfig

eksctl.io/vlalphab

10
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metadata:
name: cdn-test-cluster
region: eu-central-1

tags:
>cluster’: ’cdn_cluster’
vpc:
id: "vpc-94feT7afe"
subnets:
public:

eu-central-1la:
id: "subnet-2f365945"
eu-central -1b:
id: "subnet-ba449fc6"
eu-central-1c:
id: "subnet-afel48e3"
nodeGroups:
- name: ng-1
instanceType: t2.medium
desiredCapacity: 1
volumeSize: 5

ssh:
allow: true
tags:
>cluster’: ’cdn_cluster’

- name: ng-2
instanceType: t2.large
desiredCapacity: 3
volumeSize: 10
ssh:
allow: true
tags:
>cluster’: ’cdn_cluster’

3.4 Loadbalancers

Here we have used Amazon elastic load balancers service which automatically distributes incoming application

traffic and make a easy transfer of the network [10].

11
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aws

Services ¥

4 zakilive v Frankfurt v Support v

Dedicated Hosts new

Capacity Reservations
¥ Images
AMis s

Name -

Elastic Block Store B  a91c9dbc75a344cal18385dc.

<

Volumes
Snapshots

Lifecycle Manager

4

Network & Security
Security Groups new
Elastic IPS new

Placement Groups
Load balancer: |

Create Load Balancer |YeiIERg

Q Filter by tags and attributes or search by keyword

DNS name ~ State

a91c9dbc75a344cal8385dc. -

Key Pairs

Network Interfaces new

Description Instances

<

Load Balancing Basic Configuration

Load Balancers
Name
Target Groups New
~ DNS name

w Auto Scaling
Launch Configurations. Type
Auto Scaling Groups Scheme

Availability Zones

Heaith check

Listeners Monitoring Tags

:a91c9dbc75a344ca18385dc33e26d2ae

:91c9dbc75a344ca18385dc33e26d2ae- 1459523647 eu-central-

1.elb.amazonaws.com (A Record)
Classic (Migrate Now)
internet-facing

subnet-2f365945 - eu-central-1a,
subnet-afe148e3 - eu-central-1c,
subnet-ba4491c6 - eu-central-1b

3.5 Teamwork on Github

L |

I¢e.duat toioft et

- VPCID ~ | Availability Zones ~ | Type - | Created
vpc-94feTafe eu-central-1b, eu-central-ic, eu-central-a dlassic February
_N Q=]

Migration

Creation time
Hosted zone
Status

VPC

Figure 3.14: Load balancers on AWS console

February 2, 2021 at 1:06:26 AM UTC+1
Z215JYRZR1TBDS
1 of 1 instances in service

vpc-94fe7afe

We have made our project opensource and everything is available inside the GitHub repository. So if anyone
wants to find the code or want to contribute they are welcome to do it. Our GitHub repository address URL:
https://github.com/enttty/cdn_project

[ projects M wiki @ Security

|’ P master ~ | P 2branches © 0tags

enttty multinode-approach
I docker build

B kubernetes_build
[ READMEmd
]

eksctl_cluster_config.yaml

README.md
cdn_project

Deployment

I Insights

multinode-approach

multinode-approach

added php config, logging. fixed directory listing issues. prep dual ...

multinode-approach

Go to file

-

476a6bs 2 hours ago  ¥T) 18 commits

2 hours ago
2 hours ago
5 days ago

2 hours ago

&

* These instructions describe how to build images from the repo sources and deploy cdn_network into an existing

eks cluster in the aws cloud.

o Using different cloud provider services or on-premises hardware SHOULD be possible, but has not been

tested and will possibly require a lot of changes to the source code.

s For installing the required tools (kubectl, aws-cli,.} and setting up an appropriate target cluster in eks, please refer

to this guide

o If you're using an AWS-Edu-Account, be aware that you can create IAM roles and policies but cannot create
Identity providers, which is required for completing the above guide. Instead of creating cluster and nodes

through aws-cli. you may use the AWS-Web-Console.

Figure 3.15: Our GitHub project

About

No description, website, or topics
provided.

[0 Readme

Releases

No releases published
Create a new release

Packages

Mo packages published
Publish your first package

Contributors (2

M enty

‘ zakilive Syed Ahmed Zaki

Languages

® PHPS55.8% @ (CS5200%

® HTML166% @ Dockerfile 3.8%
® Shell 3.7%

When we needed to do any changes in our project we have committed the updated file in the repository then
made the pull request. We decided later which things we could merge on the active project or not. Also, we
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have taken the files from the GitHub repository to our AWS cluster when needful. It also made our work
faster.

3.5.1 Some troubles we had faced while doing this project

After creating a cluster every time we have got different DNS names. We tried to make it constant which
would be helpful for one portion of our project but it did not work out. We also tried to do that same task
with another Amazon AWS service named "routeb3". It was a pointing service that can redirect to a single
domain name with newly generated DNS [11], but this service also did not work.

Also in the beginning of the project, for credit card issues we could not make our AWS account activated,
we tried AWS educate account. The problem with AWS educate account was it did not give actual access
to us. It was frequently disconnecting and was giving error and timed out while we tried to log in using the
command-line interface (CLI) to deploy our services.
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Chapter 4

FINALIZATION OF PROJECT

4.1 Screen shots of project

Below the current screenshots of our project have been given. Figure 4.1 is the homepage for showing the
location of the user. This is the current page for showing this info. Then it will also work as before the

redirection page.

WELCOME TO CLOL/J{ COMRUTING PROJECT: CDN_APP
YOU ARE FROM GERMANY, FRANKFURT AM I\?IKIN, HESSE, WITH IP: 141.2

PR 3
J '../ Based on yot{r,l'ocation we are redirecting you to
4 nearest located server in next 30 seconds

g

httpsy//github.com/enttty/cdn_project Made with in Germany ==

Figure 4.1: The homepage of IP redirection. (IP has blurred for privacy reason)

In figure 4.2, the IP address detection is taking a time of 30 seconds and there is loading animation going
on while detecting the location information.
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SOURCE CREDITS

WELCOME TO CLOL} COMRUTING BRROJECT: CDN_APP
YOU ARE EROM GERMANY, FRANKFURT AM I\;IAIN, HESSE, WITH IP: 141.2.

»’ -5 » '
r/’{ Based on yourglocation we are redirecting you to
L

I 4
nsarest located server in next 30 seconds

: ‘)g. g

y ¥

Made with in Germany ==

Figure 4.2: The system is waiting for redirection and collecting information from IP address of user.
(IP has blurred for privacy reason)

4.2 Modules description

After some test run our project is running perfectly in the cloud. So it has been finalized our works.

In our CDN _App, The homepage wave animation CSS available in the styleload.css file, The bouncing logo,
and the text animation CSS is available in the index.php file and it is using animate.min.css file from an
external source.

We are using IP API in JSON format to find location info in javascript then showing that using PHP as well
as plain HTML, based on this IP location we are redirecting the user to our nearest server/node.

We tried PHP at the beginning for redirecting our user but it was some issues for rendering in the cloud
server after deployment, so we converted the PHP code to javascript which takes information from user
browser and doesn’t need to rely on the server end. All the images that have been used in our project are
referenced from their source links.

4.3 Some issues

After deploying our docker image on AWS or when we tried the IP address of the docker container on the
local machine using browser, we were facing some troubles when the system was trying to get the user IP
address. Before deployment it was completely okay with XAMPP but running the docker container could
not detect the IP address of the user. We analyzed the problem and later we have found that it was acting
like it has no IP address of the user while it is dockerized.

After some research, we have found a solution. We have found using a docker image of ngrok and pointing
that ngrok to our dockerized container IP address will solve that issue. Ngrok is a tool available in all
platforms to expose a local local development server to the internet with some efforts . We are using
ngrok version made by wernight that is available in docker hub. It is most popular. Here some details has
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been shared below.
Code for running ngrok :

# docker pull wernight/ngrok

Command for pointing our running docker container with ngrok:

# docker run --rm -4t --link inspiring_leavitt wernight/ngrok ngrok httip
inspiring_leaveitt :80

The screenshots of running Ngrok has given below:

Figure 4.3: Ngrok is running in our system

To be mentioned, this figure 4.3 has been taken from our local machine when there was Docker container

running. So we can follow the ngrok created forward link from outside and can browse inside the Apache
server that is running inside the container.

4.4 Our current project structure

Our updated finalized project architecture model diagram has been sketched here in figure 4.4. In figure 2.1,
it was a little complex design for our multi-node cloud architecture. It was actually prototype design. Later,
while we worked to make it as real, we felt we need to do it as simple as possible for costing and deployment
issues also for the easy experience for our user.

System Architecture

Redirection

/ b

Based Server in Bangladesh

onIP
Address

User
From
Europe, Hesse,
Frankfurt

Germany Server in Ohio, USA

Server in Frankfurt,
Germany

Figure 4.4: Updated Multinode Cloud Architecture Diagram
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From this figure 4.4, a user from Frankfurt, Hesse, Germany in Europe requesting a webpage. It is showing
the redirection homepage to the user. IP address of the use has been taken behind and based on that address
the system is detecting the nearby server. Our other servers planned locations are in Bangladesh, Asia and
another one is in Ohio, USA. The system is redirecting the user to the Frankfurt server where a directory
listing system has been installed as a file directory.
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Chapter 5

Future Goals

We have a plan to continue this project and in future versions, we can release those updates. Some of the
future goals have been shared here.

We have been working on the upload button inside one of our directory of files. So when users log in they
can upload their files and can show them instantly inside the server in the nearest possible location.

Also, we have a plan to increase the nodes in different locations of the world. Though it is costly we have
plans on that thing. So our service will be much faster and more accurate to user location.

All kinds of users can use our CDN service. It will help them to distribute the files in different locations as
well as for different purposes and will help for getting data constantly.
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Chapter 6

CONCLUSION

We have faced lots of trouble to build this project. But we enjoyed ourselves a lot. Especially the teamwork,
team meeting in every week, cluster building, report writing in LaTeX, pair programming, idea sharing,
contributing as a team member at GitHub repository to make this project successful. Everything we have
learned on the way.

Building something different is not an easy task but from our perspective, we have tried our best to learn this
new technology of Docker and Kubernetes, which will help us in our future prospects and career opportunities.

We also learned a lot while working on this project. Lots of sleepless nights to figure out where is the problem
and how we can solve it. As well as different approaches to test every possible way was a good experience
for us. Also attended every class for giving updates and taking lectures as well from the professor and the
invited guest lecturers motivated us to keep on track. We wanted to explore and develop something new so
it has given us that much thrill.

19



References

[1] “Container technology - a quick introduction.” [Online]. Available from:
https://cloudhedge.io/container-technology-a-quick-introduction/. Accessed: 20 November 2020.

[2] “Content delivery network (cdn) | low latency, high transfer speeds, video streaming | amazon cloud-
front.” [Online|. Available from: https://aws.amazon.com/cloudfront/. Accessed: 03 February 2021.

[3] “Cloudflare - the web performance & security company | cloudflare.” [Ounline|. Available from:
https://www.cloudflare.com/. Accessed: 03 February 2021.

[4] “Akamai technologies.” [Online].
Available from: https://en.wikipedia.org/wiki/Akamai Technologies. Accessed: 03 February 2021.

[5] “Docker overview.” [Online|. Available from: https://docs.docker.com/get-started /overview/. Accessed:
03 February 2021.

[6] “Production-grade container orchestration.” [Online|. Available from: https://kubernetes.io/. Accessed:
03 February 2021.

[7] “What is amazon ec2? - amazon elastic compute cloud.” [Online|. Available from:
https://docs.aws.amazon.com/AWSEC2/latest / UserGuide/concepts.html. Accessed: 11 February 2021.

[8] “Amazon elastic block store (ebs) - amazon web services.” [Online]. Available from:
https://aws.amazon.com/ebs/. Accessed: 09 February 2021.

[9] “Amazon virtual private cloud (vpc).” [Online|. Available from: https://aws.amazon.com/vpc/. Ac-
cessed: 09 February 2021.

[10] “Elastic load balancing - amazon web services.” [Online]. Available
from:https://aws.amazon.com/elasticloadbalancing/. Accessed: 09 February 2021.

[11] “Amazon route 53 - amazon web services.” [Online|. Available from: https://aws.amazon.com /route53/.
Accessed: 11 February 2021.

[12] “ngrok and cross-platform development.” [Online]. Available from:
https://www.pubnub.com/learn/glossary /what-is-ngrok /. Accessed: 06 February 2021.

20



	INTRODUCTION
	Technologies
	Motivation

	PROBLEM DESCRIPTION
	Problem Statement
	Explanation
	Why we need it
	When not to use it
	Real life problems case study
	Popular CDN networks

	IMPLEMENTATION OF PROJECT
	Software and Hardware Requirement
	Description of Implementation
	Building the container:
	After building the container

	Deploying on AWS
	Why AWS?
	Docker
	Kubernetes

	Loadbalancers
	Teamwork on Github
	Some troubles we had faced while doing this project


	FINALIZATION OF PROJECT
	Screen shots of project
	Modules description
	Some issues
	Our current project structure

	Future Goals
	CONCLUSION
	References

