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* Helm is a repository tool which is used to download OpenFaaS deployments. The
output to the following commands should be similar to how it is in figure 6.

Install Helm

i curl -fsSL -o get_helm.sh https://raw.githubusercontent.com
/helm/helm/master/scripts/get-helm-3
> chmod 700 get_helm.sh
./get_helm.sh
4 helm version

kshitij@kshitij

Fig. 6. Get Helm

* Let’s separate all the deployments (container abstraction) of OpenFaaS in a separate
namespace as depicted in figure 7.

Create OpenFaaS Namespaces

I kubectl apply -https://raw.githubusercontent.com/openfaas/
faas-netes/master/namespaces.yml

Fig. 7. Apply Namespaces
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* Add OpenFaaS repository to Helm and update the charts. This step is illustrated in
figure 8.

Add OpenFaaS to Helm repository and update Helm charts

i helm repo add openfaas https://openfaas.github.io/faas-
netes/
> helm repo update

Fig. 8. Happy Helming!!!

* For the authentication of OpenFaas, we need to have a password which can be gen-
erated randomly.

Generate and display a random password for basic authentication

i export PASSWORD=$(head -c 12 /dev/urandom | shasum| cut -4’
> -f1)
> echo $PASSWORD

* Now, Basic auth needs to be created using above generated password.

Creation of basic-auth for OpenFaaS

I kubectl -n openfaas create secret generic basic-auth --from
-literal=basic-auth-user=admin --from-literal=basic-auth
-password="$PASSWORD"

* List all available namespaces.

Display all Namespaces

I kubectl get namespaces
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Download and Create OpenFaaS Deployments

i helm upgrade openfaas --install openfaas/openfaas --
namespace openfaas --set functionNamespace=openfaas-fn
--set basic_auth=true

Fig. 10. Get OpenFaaS Deployments

* Get the URL to access OpenFaaS and communicate with commands and set it as an
environment variable. This step is displayed in figure 11.

Set OpenFaaS URL

I export OPENFAAS_URL=$(minikube ip):31112
> echo $0PENFAAS_URL

Fig. 11. Get OpenFaaS URL
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* List down pods, deployments and services to track the status of running instances.

Get the status of Containers

I kubectl get pods, deployment, svc

* Please wait until all the containers are ready and once all the Pods are started, you
can login using the CLI as shown in figure 13. Moreover, you can also access the
OpenFaaS portal in your browser directly using the OpenFaaS URL as depicted in
figure 12. Meanwhile, you can verify the status by executing the above command
continuously.

192.168.49.2:3111 2/ ui/f

Signin

h htep://192.168.49.2:31112
Your connection bo this site is not privace
Usearmname admin

Password

Cancc.l m

Fig. 12. Access the URL and Authenticate

* All set! Now login to OpenFaas and explore!

Login to OpenFaaS through CLI

I echo -n $PASSWORD | faas-cli login -g http://$0PENFAAS_URL
-u admin --password-stdin

Fig. 13. Login through CLI
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3.2 Multi-Node Kubernetes Cluster

We can use OpenFaas on multi node cluster in several ways and we have implemented two
of the many possibilities.

3.2.1 Custom Made Cluster

We can create a custom cluster on our own with multiple nodes, one of them serving as
a Master node and other nodes serving as Worker nodes. There are several steps involved
in creating such type of cluster. We have used AWS for implementing the same. AWS
(Amazon Web Services) provides on-demand cloud computing services on a metered pay-
as-you-go basis. AWS provides a free-tier account for new users with limited services free
of cost for one year. AWS uses Public Key Cryptography to encrypt and decrypt Login
Information where AWS stores Public Key and User stores Private Key.

¢ Create an AWS Account.

* Create a user with Programmatic access

Click on Add user

Enter user name and select Programmatic access. Click on Next.

Click on Create Group. Assign Group name. Select the policy as Administra-
torAccess. Click on Create group.

Go ahead and click on Download .csv so that these credentials can be used to
configure your account on AWS CLI as depicted in figure 14.

1 2 3 4 °

& Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time

Users with AWS Management Console access can sign-in at: https://998225137849.signin.aws.amazon.com/console

% Download .csv

User Access key ID Secret access key

> & cloud_comp_openfaas_user AKIABQ2W22C4AR3EBIWKG (2 """ Show

mmand Prompt

vKRA3c1KFn7brXk+C

Close

Fig. 14. Configure User in CLI
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* Install AWS CLI

Install AWS CLI

I curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.
zip" -o "awscliv2.zip"

> unzip awscliv2.zip

3 sudo ./aws/install

* Configure AWS CLI

Configure AWS CLI

I aws configure

* AWS VPC (Virtual Private Cloud) is a virtual network in public cloud which can be
configured according to the requirements. We have following architecture:

— 1 VPC with IP Range 10.0.0.0/16
— 1 Public Subnet within the VPC with IP Range 10.0.1.0/24
— 3 EC2 Instances (Nodes) in the Public Subnet

— All the resources in Public Subnet connected to Internet Gateway

— Rules in Route Table:

Destinition | Target | Status | Propagated

10.0.0.0/16 local active No
0.0.0.0/0 | IGW-ID No

— Rules in Security Group - Inbound Rules:

Type Protocol | Port Range Source Description
All Traffic All All Custom
All Traffic All All My IP/[Anywhere]

— Rules in NACL - Inbound Rules:

Rule Type Protocol | Port Range | Source | Allow/Deny
| 100 | All Traffic | All Al 10.0.0.00 ] Allow |

OpenFaaS Installation Guide 14



Let’s build above specified architecture now:

AWS VPC

1 # Create VPC

> aws ec2 create-vpc --cidr-block 10.0.0.0/16

3 # Use the generated VPC_ID in upcoming commands

i aws ec2 create-tags --resources VPC_ID --tags Key=Name,
Value=my-cloud-vpc

s # Create Internet Gateway and Attach it to VPC

6 aws ec2 create-internet-gateway

7 # Use the generated IGW_ID in upcoming commands

s aws ec2 create-tags --resources IGW_ID --tags Key=Name,
Value=my-cloud-igw
9 aws ec2 attach-internet-gateway --internet-gateway-id

IGW_ID --vpc-id VPC_ID

10 # Create Subnet

I aws ec2 create-subnet --vpc-id VPC_ID --cidr-block

10.0.1.0/24

# Use the generated SUBNET_ID in upcoming commands

13 aws ec2 create-tags --resources SUBNET_ID --tags Key=Name,
Value=my-cloud -pub-subnet

4 # Fetch the Route Table ID (From AWS Console) and Add the

rule

5 aws ec2 create-tags --resources RTB_ID --tags Key=Name,
Value=my-cloud-pub-rt

6 aws ec2 create-route --route-table-id RTB_ID --destination-

cidr-block 0.0.0.0/0 --gateway-id IGW_ID

17 # Create Subnet Association with the Route Table

s aws ec2 associate-route-table --route-table-id RTB_ID --
subnet-id SUBNET_ID

19 # Identify the Security Group corresponding to the
SUBNET_ID and Add tags

0 aws ec2 create-tags --resources SEC_GRP_ID --tags Key=Name,
Value=my-cloud-sec-grp

o1 # Identify the NACL corresponding to the SUBNET_ID and Add
tags

» aws ec2 create-tags --resources NACL_ID --tags Key=Name,
Value=my-cloud-nacl

* AWS EC2 (Elastic Compute Cloud) is a web service that allows you to launch VMs
in the AWS cloud with inbuilt easy web-scale computing. One can obtain and launch
a single VM or 1000s of VMs in minutes. While creating a VM, we have to select an
AMI (Amazon Machine Image) which is a template containing S/W configurations
including OS, application server, and applications required to launch the instance.
And AWS provides many kinds of AMIs. Some of the most commonly used AMIs
include Amazon Linux AMI, Redhat Enterprise, Ubuntu, and Windows. Now, let’s
create 3 EC2 instances of Ubuntu AMI.
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— Go to AWS Management Console through your favourite browser. Click on
Services. Select EC2 under Compute.

— Click on Instances. Select Launch Instances.
— Select AMI as Ubuntu Server 20.04 LTS (HVM), SSD Volume Type.

— Choose an Instance Type as t2.micro.
Note: You can use this only for demo purpose since the minimum requirement
for Multi Node Kubernetes Cluster is :
* Minimum 2 CPUs in each VM and
+ Minimum 2 GB RAM in each VM,
which is not provided by this type (t2.micro). However, if you want better
performance and you are willing to pay, you can choose other instance types

according to your requirement. Since our instance type doesn’t meet the mini-
mum requirements, we have provided a work-around.

— Click on Next. And,

Choose the number of instances as 3

*

* Select above created VPC under Network option.

*

Select above created Subnet under Subnet option.
x Enable Auto-assign Public IP

And, Click on Next.

— Select the SSD storage according to your requirement. Again, maximum of 30
GiB can be chosen per instance in free-tier. Click on Next and go to Configure
Security Group

— Choose Select an existing security group under Assign a security group op-
tion and select above created security group.

— Download the Key-Pair.

— Once the instances are created, go to the instances and click on Connect (X2).

* Once the terminal is open after Connect, Install Docker and implement below steps
on all instances
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: - :~% helm repo add openfaas https://openfaas.github.io/faas-netes/
openfaas™ already exists with the same configuration, skipping
& :~% helm upgrade openfaas --install openfaas/openfaas
--namespace openfaas
--set functionNamespace=openfaas-fn \
--set serviceType=LoadBalancer
--set basic_auth=true
--set operator.create
--set gateway.replicas \
queuelWorker.replicas=2
"openfaas” does not exist. Installing it now.
openfaas
AST DEPLOYED: Mon Jan 25 ©©:49:58 2821
AMESPACE: openfaas
ETATUS: deployed
REVISION: 1
EST SUITE: None

that openfaas has started, run:

kubectl -n openfaas get deployments -1 "release=openfaas, app=openfaas"”

Fig. 18. OpenFaaS Deployments

* Here, URL for OpenFaas can be fetched by executing kubectl get service command
for gateway external, then the fetched information is stored in the variable. This step
is illustrated in figure 19.

OpenFaaS Login
I # Set OpenFaaS URL
> export OPENFAAS_URL=$(kubectl get svc -n openfaas gateway-
external -o jsonpath=’{.status.loadBalancer.ingress [*].
hostnamel}’) :8080 \
&& echo Your gateway URL is: $0PENFAAS_URL

4 # Login
5 echo $PASSWORD | faas-cli login --username admin --password
-stdin

TOP- export OPENFAAS_URL=$(kubectl get svc -n openfaas gateway-external -o jsonpath='{.status.loadBalancer.ingress[*].hostname}'):8680 \
&% echo Your gateway URL is: $OPENFAAS_URL
four gateway URL is: ab52c56@3ad0e4834b19d2cf70249e77-1961071324.eu-central-1.elb.amazonaws.com: 8080
:~$ kubectl get deployments -n openfaas N
AME READY  UP-TO-DATE AVAILABLE AGE
hlertmanager / 70s
basi 70s
7@s
70s
70s
70s
:~$ echo $PASSWORD | faas-cli login --username admin --password-stdin
alling the OpenFaaS server to validate the credentials
ARNING! Communication is not secure, please consider using HTTPS. Letsencrypt.org offers free SSL/TLS certificates.
redentials saved for admin htt b52c5603ad@e4834b19d2cf70249e77-1961871324 . eu-central-1.elb. amazonaws . com: 8080
:~$ kubectl create deployment faasml --image="docker.io/sdgamer@@7/faasml:latest" -n openfaas
aasml created
- :~$ kubectl expose deployment/faasml --type=LoadBalancer --port=580@ -n openfaas
bervice/faasml exposed
LAPTOP- :~$ kubectl get service faasml -n openfaas
AME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
aasml LoadBalancer 10.100.196.47 acade53eb15934e67b9323689157fd4d-1144214071. eu-central-1.elb.amazonaws.com 5000:31668/TCP

Fig. 19. Login to FaaS-CLI
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4. Operation

4.1 Lifecycle of Functions

Every serverless function goes through certain phases of its lifecycle. This section illus-
trates how to create, build, push, deploy, manage and use functions by listing the most
common and important commands with examples. The functions can be created in csharp,
go, javall, node, php7, python3 and ruby programming languages.

* Create: This command will create a directory named "hello’ in your current directory
along with hello.yml and template directory. hello.yml contains language python3,
and image information. Image name can be preceded with docker id where you want
to store the image. The project is available in the hello directory. Handler.py and
requirements.txt are the files for python, but if you consider java, then the package
will have the source project and Handler.java file that contains the main class. So we
can generate a small project and deploy it as a function. This step is demonstrated in
figure 20.

I faas-cli new --lang python3 hello

Fig. 20. Create New Project

* Build: This command builds the project, creates the package for deployment and
creates the docker image as depicted in figure 21.

I faas-cli build -f hello.yml
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Fig. 21. Build the Project

Make sure at this point, that you have logged in to your docker account. The following
command authenticates your docker credentials:

Docker Login

I docker login

* Push: This command pushes the created image to docker registry and creates a new
repository of the image on docker.

1 faas-cli push -f hello.yml

* Deploy This command deploys the function to OpenFaaS. Here, we need to provide
the gateway URL as shown in figure 22.

1 faas-cli deploy -f hello.yml --gateway http://$(minikube ip
) :31112

Fig. 22. Deploy the Project
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Note: Instead of running above 3 commands, we can also use below command to
build, push and deploy a function in a single run:
faas-cli up -f hello.yml —gateway http://$(minikube ip):31112

* Invoke: Now, we are ready to use the deployed function. We can invoke the function
through CLI using cURL and faas-cli as given below. One thing to note here is, the
gateway URL belongs to Minikube, but it will be different in other cases as described
similarly in above sections for OPENFAAS_URL.

1 # faas-cli
echo "Hello World" | faas-cli invoke hello --gateway http
://$(minikube ip):31112

¥}

4 # cURL
s curl -X POST --data "Hello World" http://$(minikube ip)
:31112/function/hello

4.2 OpenFaaS Store

OpenFaaS also provides a functional store where various pre-built functions are available
and can be easily deployed and used in an application.

OpenFaaS Store commands

I # List available functions
> faas-cli store 1list
# Show information about a function of the store
4+ faas-cli store inspect <function_name>
s # Deploy a function from the store
¢ faas-cli store deploy <function_name>

Although these functions can be introduced from the CLI, but it is much easier with the
OpenFaaS Ul, which is also included in this documentation.

4.3 A Simple Web Application - ML FaaS

We have built a simple web application to demonstrate the use of OpenFaaS functions
which comprises several functions from the OpenFaaS store and a custom made function
as well. The two main options for creating your function are through the CLI or the UL
This documentation will cover both options. Our application provides a way to use the
OpenFaaS pre-built machine learning capabilities. The project aims to use a serverless
approach and execute all those machine learning algorithms in a serverless way rather than
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using the traditional server model. We can deploy OpenFaaS on any machine which has
Docker and container orchestration tool, or we can use a cloud service. For example, The
following problems are solved with this approach.

¢ Version control.

* Even if every application is package dependent, but every application has its own
docker file that helps to create unique platform for the function.

* Scalable - Kubernetes helps to achieve scalability.

* Every model being independent of each other, failure of one model won’t affect other
models.

The application can be deployed by the following command. Initially, we need to create
a deployment in Kubernetes, preferred in the same namespace. Since we have already
changed the default namespace to ’openfaas’, so there is no need to mention the namespace
flag in the command now. After the creation of deployment, expose the deployment to port
5000 so that it will be accessible to use.

Create deployment and expose the application ’faasml’

I kubectl create deployment faasml --image="docker.io/sdgamer007/
faasml:latest"

> kubectl expose deployment/faasml --type=LoadBalancer --port
=5000

We have included following ML functions in our application:

* Face Blur We have deployed the image directly from the public docker repository.
While deploying we need to pass image and name arguments. While illustrating the
lifecycle above, We have deployed the function hello through yml file.

Pull and Deploy Faceblur image

i docker pull esimov/pigo-openfaas-faceblur:0.1
> faas-cli deploy --image=esimov/pigo-openfaas-faceblur --
name faceblur

* Inception It is also possible to deploy function directly from the store through CLI.

Deploy Inception function

I faas-cli store deploy inception
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= C A Notsecure | a470aa76f4e59447c9a392219967ef6-1619508304.eu-central-1.elk

dialogue box

Deploy A New Function

FROM STORE CUSTOM

Search for Function 2. Search for the
Q_ Coloriz function and select

Colorization
Turn black and white photos to color using a URL as the request. The colorization function was popularised by @colorisebot by Alex Ellis &
and Finnian Anderson.

3. Click here to deploy

CLOSE DIALOG DEPLOY the function

Fig. 23. Deploying a function via OpenFaas Ul

* Colorization: Let’s deploy a machine-learning function called Colorization through
OpenFaaS Ul as shown in the figure 23.

* Coherent Line Drawing: Like Colorization function deployment, search for “line
drawing” and deploy the function.

* Face Detection by Pigo: Like Colorization function deployment, search for “face
detect” and deploy the function.

Hereby, we have described all the ways of deploying a function, i.e. thorugh store (CLI
and Ul), directly from the docker repository and yml file.

Application Snapshots: Once the functions are deployed, they are ready to use. You will
find the image links in the references so you can try the same link. You can also use other
images, just try with lower resolution images otherwise the output won’t be generated. The
images in figure 24, 25, 26, 27 and 28 are the captures of our application.
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