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Requirements

Need a system to detect rat in the surroundings

System should should use ML/AI to detect rat

System should perform Edge computing and only send processed data
System should use Kubernetes cluster to store, access, view detections
System should notify user via telegram on rat detection
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Solution Architecture

Master Node

Sensor Node

com.receiver

Sensor Node

Web Application
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Communication API

{ "name": "rat",
"today_datetime": "03-02-2023 00:01:48",
"match_parent": "0.608",
"img_content": "/9j/4AAQScndbsjjsdnodsnonsmpcndjksmpamp...........
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Sequence Diagram

: LoadModel

Cluster

@ camerarFrame

sd EveryFrame )

" {

. ; ) ProcessFrame
x b 4
; ) RunMLModel
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Technologies and Tools Used

Sensor Node: Cluster:

YOLOvVS k3s Kubernetes

Python Docker

PyTorch MinlO Object Storage \
Mosquitto MQTT Server \
Python

mosauitto
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Sensor Node ML/AI Application

RECENT EXPERIMENTS

= [raining yolov5s_results YOLOvS Nov 15 2022 23:35 Nov 16 2022 0:50

= Iraining test1 tensorflow-lite-expriments Nov 10 2022 2:45 Nov 10 2022 6:20

= Iraining yolov5s_results YOLOvS Nov 10 2022 1:20 Nov 10 2022 1:34

= Iraining yolov5s_ModelMatric_DSv6 YOLOvS Nov 10 2022 0:46 Nov 10 2022 0:53
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Sensor Node ML/AI Application

53‘ yolov5s_results

EXECUTION CONFIGURATION
Group by Metric - metrics
Horizontal Axis  Iterations v
Smoothing Y 0
Q
Hide all
e Iterations
metrics 0.2
0 50 100
train
v I mAP_0 SHEE mAP N precision Bl recall
0.5:0.95
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Sensor Node ML/AI Application

——— -
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Sensor Node ML/AI Application

e Node Detection application loads the yolo model weights

e runs the detection on captured camera frames

e In case of rat detected, it generates the bounding boxes, and encodes the images binary
information into base64 and generates utf-8 string

e App connects to Mqtt broker and publishes the message on topic detect/rat
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mqtt Receiver App

sensor node association with MQTT broker with specific Topic (detect/rat)
prepare Json data and convert image into json string

publish json file on broker

receiver receive json file with topic

connect with minio and store json file to container
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mqtt Receiver App

OBJECT STORE « Buckets Q
LICE
& cloud
Buckets Sun Jan 012023 17:46:17 GMT+0100 (Central European Standard Time) Access: PUBLIC 63.9 KiB bj Upload 11y
< cloud / 533b4ad0a7294f0b8eb87ef3d0e8f20e.json ‘ (s Create new path @ 533b4ad0a7294f0b8eb87ef... |~
- Name Last Modified Size Actions:
[ 53304ad0a7294f0b8eb87ef3d0e8f20e.json Sun Jan 15 2023 13:12:04 GMT+0100 12.3KiB i Download
[ 5511127cead4a48f68607188ec4ac8238 json Sun Jan 15 2023 13:10:23 GMT+0100 12.4KiB B Share
[ c11886d794cc41688c921905d44f6bS json Sun Jan 15 2023 13:12:05 GMT+0100 20.5KiB mrevicw
@ cb4fa2ea58ae497481752ed976751204.json Sun Jan 15 2023 13:12:03 GMT+0100 10.8 KiB
[ cd526bbd124142489dd58200245eb325 json Sun Jan 15 2023 13:12:02 GMT+0100 7.9 KiB
W Tags
2 Inspect
B Delete ]
Object Info e
Name:
533b4ad0a7294f0b8eb87ef3d0e8f20
e.json
Size:
12.3KiB
Last Modified:
3 weeks ago
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mqtt Receiver App

B Preview - 533b4ad0a7294f0b8eb87ef3d0e8f20e.json

{"img_name™: "IMG_5984.jfif", "today_datetime™: "15-©1-2023 13:12:84", "match_percent™: 64, "img_content”:

/93 /4AAQSKkZIRgABAQAAAQABAAD / 2wCEAAKGBXMTERUT EXMIWFhUWGBEYGBCcYGBoaGBcaGBcYFxgXFxgaHSggGBolHRCVITELIISkrLi4uFx8z0DMtNygtLisBCgoKDg@0GhAQGi@lHyUtLSetLSet
LSOtLSOtLSOtLS2TLSOtKyOtLSOtLSOtLSOtLSOtLSOtLSOtLSOtLSetLf/AABEIAMIBAWMBIgACEQEDEQH,/ XAACAAACAWEBAQEAAAAARAAAAAAEBQIDBgABBW] / XAATEAABAZQEAWYFBAAGAZMAA
AABAhEAAYEXBBIBUQVhcQYigZGhsRMywdHWFELhS8RUIM1JicgeCcSKy /SQAGAEAAWEBAAAAALLAAAAAALLLAARAAECAWT / xAAREQACASMBAQEBAQEBAALAAALAALAAQIREIEXASFRMMETIV/ 3AAWDAQACEQ
MRADBA+bzhFCVKFxBmKRAUXMch1I1PAOPLSGUaRsJIGI+KNuqjSjwSbGH+FX5QRIMKEK1IONFi8CVIMGO4irC4BQFswg7DcTCgHYVBNwKZkuOn2ilXSZIyvEixFDSQEuSSKRp3TjwhviIBG7QNLx+DVC
TEtW+irQpa4cgxpcDgHGZUVSDhSXS sUSwwxOLQUZZag7RUYKNMS8d40iUk+kY+XjStRI1hpxbs7PmEnOk8ngLDOmcQk2HNFN2CVEThVL+VIURUSISTLaNFwfBTSMwKS2xexGxh1214bJUBN1EJWfmQ
N945/SL61i1Ez2FxjUVDFTECJC2bwiZ8P4gDjVtIpwiNIKSXtCjPAXNUFy+EArzHSdobTMSmW17ARVLNOmloy faHGKKsukdMUorRn@hxzipmkl170j0zTWLIrilcNBIskQ84VOYtCOTDHDKtGcy /NOzQ
rWRUQXw+aFVgbB9SMXYHCHAga@KLNVVFRriaJleF+ExJUSMSdL7vSEFC1OVQ/QygQ4/ 8sZmcgNPx@dyMousQugzhDrgMt1QlEaL s5Ld4gQONMVMcgbQF Ph1NwmUObmFWNAFNYGNQRexQuSdHKFY2iD
QFxQhesw3xst6QBNKNGtaM7 2RwxrD3B4fM@IICY@VvBVBXzhFNGhw/DUrSAXB3F4L1CbJo+dMEYRLNBE4@iOE2UkKSI4yrYGMSXLsopJdACO+sX8XQB3gWI1EBcK7SzpSmUME6TIWHkN®a/wAKIXDO@1ihR
XxEBYwWGWFEEjZjaNpL4athpSqMquIwFx/ssqclS5Kx@P3jTTRDUkzS1MApNBLTFeceyulzn/wBQxbxPs/iJKmXKV1AceYgIyVILKSQdiIEkFsdysdiKKCyr1D+RxpUx0Qs1TUFK+MIOF1EWAhNYzm8d
1qT+my7G4AmTMzSZiyDUAGX6HWF /aPs2ZKwZbqlgN9j2oF 7MTZRaksd4FOnkivl j6DICQgDSgNDCxjLg3tGUwuDyywDGH7WsF@tGt7QcaShahYuQBoIyelHxHI1jp+Uc5nEQjlCL8RhCk830ghDO1wdK
VAKILKkh6RDBaH3CMTVOluEYJeM7wnhhACjcwSU4DCISxdnNQnlGgXj2PYZRcws4M7mA+ILOesMeBkPD1tGa®6I8ZHcJKLSXjY8Z190x18Wi3MCMONgwEDbjs1g8gM6oy/CcCZihtG8QhkBKY@omwXiW
LDvoIzmMxGZbwixp8wTSwuxEtiOkTOVIxiVIMeQWlIa0iCivEKCsSLcQsGPeMTzaFcqaY3+GT/oMSWMO+GZLQhWYYcLnRkao+g4DEZKA+CcGTZFiMSwzFNTQw3TOoRCZDQk4xNdXAXDsSGRUWS14PMcx
tHVEimXLfWBQ1bEpbGErASpksApBO+roYCkYpchTANIVINMEEXINMTmMTWIZSOMICSZE60PKsCZbexxheJImIFG35wo7VAdmE4hIVKZMwaGyuUYrAdkpliciiCP2gND201nDe@YbLN7hS5/Qxgn+k6ZnMDg
VyiUzE1KhoRHMPTGzXVvFEKQAUFFrSmnIQMKpgllAkpfcgKiPBoHS5KiWOABE4Y4zKodOUarg+PyqMtZBNrisKpPELiABBVKWOZAewtGj4I8IALXASOGyi3ofwwlSYrQRKYD/yRwz4c9C65Zib60Pze
JFNypgkFlOLX@eP@LPwuCnoKFhKKkAhXUZTOCNOKIOJI2isCodxWQlYhiBmajUYdN/I4KrP1lSZQUIXY3hhTVNO13E+zCpBeUsSTESgGoa7PcQvCgaG+xirsTVGOIjSOmuGZjnUKaRMcEC1ZrROMIOtLWA
gokKmqCEuYWSMbnVC/inEsSYWhdhsX1VGUNnbNvPQx47g3DiB0z845wDvGgSBMRCbh+FKMQkbkQSei3Gmani+D70J1EY7FYIQIA@PHED j6WEI8RGalKDOhRpkSOWS8IwgQGhuqYw8ICzMHEESKS1yYP
SVaQor6JlcfVQMAz1d6C+IkhVATXSBS2AmLZSUFm1 jMu@iAMdFycAtrR7DpjyRnelLFzActNjBPEvmis2A8Y3MestCHicoFBDXx5h194RscLwdM1BGIRGTNhdwEe80pSiSKxmpc sy phQbgw+woxxSCNB
IDxU2ITGexaysKfSohhIkqWhWAJISCCOYALIIUKNQhRG/QQSWIIzSoTcDxmUtGix8wK1lnpCdPZ4BbnESkjUOXaDpk2QhDCaZj@oPvEXi+Gkt7MCIBMIQF3jQSsGGTNnZRFhOyIJOHSkkpASOyb+voght
OIS/ cfpy8YEYXSMGY+bM2AASSwWSHEBrnJ1Y/nWBZs21m/9rxUMQwoVD1+gi7JoIM1IIIHNZufOHNCeJISClQZIvqilKMQfLYy jNATfmIRSmMN@gvBYtCDZyBZm8GrmF v4hWUKkPUYRThUpRQDUJIUo®QOy
X9H84C4hjIyFPNUGNC7hJoSCC/4IpmcUCk/KzFtx@D+XhAS1VINONrmlq/eFYy+Vxk5iVVe+z7isNE4OViE@othUb8x+X8s+jDoUKb1H1AIi@T1y1UNRUNUZEQSCP+huESUKkpNXxQx7XxDCKWOBWikGxg
mAupj7a0XsHOYaYcUIBdqePNtYyd8BpIz@rs+FfuPOKzwIA1IV1jSYb44NcuXfXqYaYVCbUIu7e@IRFkhDgMEUIcIUoctYI18PdphkqSoGkPPjhDjMBysa3gSTjot/qBur39oeC+g/Rg+L1LWKECIA
gaTwtAJIIFIumB8UQmMhWSNGtFSuKywlTyEGEROBYVN4AYhhoL2iErCDctAszjiWoCFGKjxwkMEh+cNQIsmNBh@ jSsXBROtTtCBXFpjlhig+3tFUzisw@dvRon/AMi2aEpGOdGaTxSY3zkx@Vkh@B4jsSInF
SOIUPBASIKwn/7gERShuyNycVIUGbUFSvYMTOHCUZCc+YXmz@5UNnSssrUW1AWRMFbgRNXZZgQLXGIV3QQAYH3DEFmMp+CEozZNW4ATAPBdisOzzMax2TL+60@eEThICT2dRIp3kpHo4gGbwHDmMiws SQwAW
OECwdiktXV+bRKXwiCpLpkIJyiqiVGmozE@3hf82H/AER2P4pw4EqQUUIW7IKjyt7GFp7Z4UFkSs52CX939%0anDy8pCZEsGrApBFbaWeKk/HSABL1pI/wBrd16EhrfxDXnRL2hI0754pVIcspfTKXp
Ow+ORXwW3HrIK1JISDuvlYCNKVELABISk3IKgbPWF83iCE1VPSQ++3IdNGisV2ITfgxRP70zBeej+r6nlieDw+QXzHppBYmiZVKnSettgxVOWLARL/gKSSGM301PmM1lu6Dz@/NSAUTWSI1LE/ XFmYOS5T2
gGdiHVd+n8w7HQNPO] imm@QCP+SR50POsSXLmCWDN1XxiUmSdQwEseShWFEB3QCD4gl+xiU9SiHO3ah6mLDICIFPTZ jxYy3TTdv4hDIMNG+/ LrEKKYh7NuadR9YrlTBXbY+40348dMmuzijM17bH1BY
UligxBGnN9evihK/ jNcMPHQDAGYYaN/RE6/14hLnEFq3pyfSGIZYWYEHAgUWOMET7kbc4bcPxboC2exFuin@sQeZhNhSWZBZvZoY8D1ZSMxbxZ+hqIKQrfBwqRidMyhWlbb7QvxKZqSXzA6VaebLD4pC
UFROQ1RKdACwI@rGa4diTPUr4i2uzabRm2kXHzy4A4cKzBUwWFSRWupagP J4uUtRBZbm7EWGwWpb1Fk2QtC8i2Y/KsWIFgdj94DnzS1RSOFwWaUl67W3841VMlpx0yrGS+67MQwULCrsQNIFQtNEKksol32
EGT5+ZFbmyviivOF vxwo5QASNUCMZgmSwwqChe3r2iQASG24ok TQU7F 7wiimadYAPvIYhsCPxHgHaPAhw7Xt/MRVS4Lcoj8YOAFeUICPfOy /wDTSRSETm2MdDHZ svB8AGpSUMkgmF gg@dr3Fr+UDTeoY
SruovzcUGALMPDz jO4uazdGBZusCSnt5vQaaxsS5iY4xXHCoOUuEIBuU9S/gTy@s30BVcZmixalQcrHZQPAEXCv2ioDuT7faBJlkom3VYeQblCysQzn8ZnEMFM7WATVMPNblAEZFrakxbf9iPRE6RWFBV3H
VvSKNFQS7hyRXmK/noYTkBUtZuSW338dYEQnMoANXSTtHTNN8YN4AVIDgWKtbYdecOOxIbHKIgQnKKeSgPO7uT1/BF4NaByKwJliQXJudIdmyRGckmyh@p9bxS2hr4RCUasfRveliaxanvbd7CFYyyTIS
SetBS5vFgAA+DbN/1/i8DTVmvdffVorQonSnQP6iHYUFy8QEmhrdgGI/9t/CLMRPzDXXxP@tAi3Zm+/kIoMxjU+b32pfzhNgiz4Y/qgPUGj+UUzX63216XxPMRO30PFEXXYh3qOvS6wiWFFEXCmzAUNSL+
MR+Hp6j8YQQGASz60D+BH1j1J cORQC71HVVCHYUEYScz1ul8wD1ptDLBrNa@YsbOPig4USy1CObpo+WsESjqTtYv4tCbGKkPEYosEQTKTUU7PQkG7M8IpWIMtakqoxZ4v1pClMS/8AYejvfrASSavi
MUuLWtsOCRAENIWMOSVEFQdC2y5Ap2q@I8miGKmTESCTmSQac2ttPKLpND1IKFVyfCLNck@R1vCyYpQCn3DjpYebdI®i6KI9kmrPUQIRZOCGHANYguWAA1IBodeaTBcpOZLgd40I /0OsVAYscghUvSic
RUlkjko4BLBOUSLE60@eKPjBLURy jwrILHf8Jj2eVKpejPtzjnap@Inh8V3coDE+BVhNWFOZiubKLBiQqgz il k9xOVRe jWASTicobMktrHRRKkmMGOQGNGRSDGAPmMLVQh2LMGpp9feKZCySSAADTqd/ WO
Ms3¥YnShcXBglLtelSy7crX5e8CeiDOLCcEWQQ70/iBlvmLS3YVISO35im8SUSBVIIZgzVvUg2/iKPgzgkKNABgxIFDYGGhoKCQACqutOj2+0DTCEKVLUZrU3HNFgIVrIn2vu/TzinEKLKIpVgNer7Xs
InrGykkmgTU+f8Q6kASOhIelTz08AcI1OpzWGESIzFX81 jZKKkOKPFzOfX124EJraCMwAK j6xFagXY3YD3hGhQZeqjXyHQDWKgpIOS/LCLCCSSrr+NETKDE1IHpCGTSo3cBrOoeUWLmkMxfcN+V8HiiQ
XozD1lfzMEyUglwAOr fWEXOSEWEOQB@enoTSX53LPoWHNOg2XhyXZurUEVmSoOHO2zeFveABTMOXZ+T6DXsY2SCzM/wDyt5GL3UgB80I0OXBIP61i0FUbXBS /WDg+kZYcsQTINX/NAVURTLQjcflunpvH
iSTIwfAEtOtE6x6I7IYuz3TOEOyTOtS1lrirxbh5YUDVjzp6bvwimaXuE/9fmPUNSDcOV/ALAbSATOEXOVwW2GILAUQ7ZtOprBKIYSVNS2jt4f1EIMENdQW3d35n+4IkrcOARUljQuhicekKvo7CZ/EUILM
+x0OkL1LBDhr19/WDCilizeHPSAQFESQccjoGptFxCUmy /CCrAv4A+UETMGFgKsxBdydiKO4/uF+QqIYsTy3@I0hbK4stHTCeMCsGhqSCaFy9zVgRaxVBMpNLo6nySxfShY72P1gSdOSctWLROXFQVK
wo30RT3MB4A8pFS1lxpyjOaslouTMIdArCIhblyYoXMISKEZhR6P24pRIMGpHgPeM8SRwjFKAYOWwtHQChCm/1G5NHkMYeqR1BCSKOFcxVrjfLAU4MXAD1AQOrfnKCP1AgXodzuGbnAZUMXxBIPImFgepq
PaIgvORIS37xuwb6ClxEJiWuela9il90keBZc+T7fclieGwk2b3ZYIFHOg8dIrFsAZavoyh/21ijC7DWreUdhMHMMNUpUQHGAT /AG6RrcF2cly+903WXch2Dv6+MPSCkIQEhLBWRViIGqGIamjc423BL
bLUGZDYyEmMUWYAGNPXrzSxy@hlVFAej7dBUw27ShFwQS58YzoxAAD+/WIk7NMaLgt2Gj3bS9BvrA82Y6soDk6/wBRVLNXFpSxYmeAmggb/aJESmMKYcuVvLUXS1QNXaKxMI I f+ItyuQlrP7wDLZcgOCH
P1lStSYMWEWNVR/4iilHOLC/Pnzg6QGIgqWlhMalzdAllfnSnhHUUpHT ZrudhWStX1guSlyS2jD8Z4pxMkgOXt4jboIAYFikOCQKSLOg+8K80pQIA384dTwrK1loqjuCgrzhKpLKL2csSANgY@Xzpj7Ps
706mkeKbcbmn8VivEKLXDNanORGRaJA4iV252H3mLZCiTUONABDMdIhP1k6eJ+kR1+2piiTOSpwpaltW/62IchCeCwiiolPmBalMGax/NYWAZTNUPSt1INtYKOI7wNCOPmMHE+80wC80et08@znUba+E




MQTT client
{subscriber)

MQTT broker

MAQTT client
{publisher)

MQTT client
(subscriber)
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Python

Jinja Templating

Ul libraries used: Bootstrap
Minio

Javascript

Usman // Jatin // Kewal // Santosh // Sameer
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WebApp

Show [ 10 v ’ entries Search:l ‘
Image *| Time Match Image
IMG_5981.jfif 15-01-2023 13:10:23 64
IMG_5982 jfif 15-01-2023 13:12:02 64
IMG_5983 jfif 15-01-2023 13:12:03 64
IMG_5984 jfif 15-01-2023 13:12:04 64
IMG_5985.jfif 15-01-2023 13:12:05 64

Showing 1 to 5 of 5 entries 4 Previous Next ®

Features Under the Guidance of Team Members

Image Store Prof. Dr. Christian Baun Sameer Soni

Image Comparence Jatinkumar Nakrani

Current Date & Time Kaival Akbari

Caculate Comparison Result Usman Tariq

Santosh

Usman // Jatin // Kewal // Santosh // Sameer 17



WebApp

Main Image

rat 0.88  rat 0.85
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Notifier App

e Notifier application is a custom application
which sends detection pictures directly to
Telegram bot.

cc-pest-ws-22-bot .
bot a o

0200000
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Proposed Solution

dockingsameer v Search by repository name Q All Content v Create repository

dockingsameer / webappimage 3 '
Contains: Image | Last pushed: 2 days ago ﬁ e ¥ 34 @ Public
dockingsameer / mqttreceiverimage 3 .
Contains: Image | Last pushed: 2 days ago ﬁ 5 =z 13 @ Public
dockingsameer / notifierappimage 0 $ 1 @ Public

Contains: Image | Last pushed: 13 days ago

Usman // Jatin // Kewal // Santosh // Sameer 20



Demo Time!
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Questions?



