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Objectives

inference.

 Real-time threat detection
 Edge Al inference

* Distributed cloud backend
 Kubernetes cluster

* (Centralized monitoring

e Scalable Raspberry Pi cluster

Develop a scalable edge-cloud surveillance platform
capable of detecting threats in real time while
minimizing network bandwidth through edge
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MinlO Distributed Storage
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High Performance Computing Cluster
Distributed Storage on Solid State Drive SSD
Cluster scalability through Kubernetes K3s
Observability with Prometheus and Grafana

Notifications and alerts on Telegram

Parallel Computing
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* Sony IMX500 camera
 Trained on 10k images
* 30 fps approximately
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 Raspberry Pi 4 Edge computing
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~ Hardware Health

CPU Usage (%) Memory Usage (%)

* Alert Notifications via Telegram
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~ Network Services

Network Services Status (8lackbox Exporter)

SSH — Master

MQTT — Mosquitto

Kubernetes API

Pi4 Camera Node

Services UP 4

* Grafana - Visualization with various graphs

* Prometheus - CPU, Memory, Disk, Health Status, Uptime metrics

piS master

Cluster Health Summa ry

Nodes Online

Total Pods

‘‘‘‘‘‘‘

2ra0

10
71

8

LIVE DETECTIONS

 Raspberry PI 5 deployed
* Real time threat results
* User Authentication

* Events filtering

* Linked Grafana Ul

* React, HTML, CSS

* APl Endpoints Documentation

CRITICAL EVENTS
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Live Detections
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Loading latest detections...
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Edge Node

sensor_node.py

publishes stream + detections

FASTAPI DEPLOYMENT - tds-api

publish events & frames tds-mqtt

Observability

EVENT INGESTION

ﬁ Eclipse Mosquitto » Pi 5 Master
MQTT v5 broker
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FastAPI container FastAPI container FastAPI container
one replica per node
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SERVICE-REPOSITORY ARCHITECTURE
API Router W calls Detection Service
app/api/vl/ ‘ services/detection_service.py
validation * JWT ¢ binding J \ business rules » orchestration

repository pattern

S3 client wrapper
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Detection Event Repo

repositories/
detection_event_repo.py

SQLAIchemy async queries
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tds-postgres

transactional metadata catalog
SQLAIchemy async « asyncpg
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Detection Image Repo Image Storage Service
repositories/ services/
detection_image_repo.py image_storage_service.py
SQLAIchemy async queries MinlO SDK client wrapper )
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piS-master D worker1
. / \
tds-postgres ~ ~
transactional metadata catalog = tds-minio-2 = tds-minio-3
SQLAIchemy async « asyncpg worker2 D worker3
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4-Node Distributed MinlO S3

S3-compatible object storage




