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Introduction

This slide set covers the following topics:
Linux Command-line tools for networking
Basics on networks
Basics on Wireshark

After this introductory slide set you should be able to solve the Lab
Exercise Sheet 1!
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Linux Command-Line tools

Linux offers some useful Command-line tools for networking

The following list shows some of the most common tools

ping used to send ICMP-Requests to an IP-Address or a
domain [1]

traceroute used to list the routers that forward an IP-Packet to
the destination [2]

dhclient used to configure the DHCP on an interface [3]
lynx a textbased webbrowser [4]

iptables used to set up rules for a firewall [5]
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ping

ping is a useful command tool for...

checking the reachability of a server
sending and receiving ICMP packets
checking transmission information (time-to-live, response time,
round-trip-time)

ping command-line tool

ping is the most essential tool for network administrators and is
the first tool to use when analyzing a network!
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ping

Figure: Output of ping command for www.google.com
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traceroute

traceroute is a useful command tool for...

checking the number and IP-Addresses of Servers between
sender and receiver
checking the time consumption for every hop and for the
transmission
sending and receiving ICMP packets

traceroute command-line tool
traceroute is used to identify delays in the connection between
sender and receiver. By using traceroute the response time of
routers between sender and receiver can be analyzed.
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traceroute

Figure: Output of traceroute command for www.google.com
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lynx webbrowser

lynx webbrowser is...
one of the oldest webbrowsers
a textbased webbrowser for static websites
is used for screenreaders and braille terminals
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lynx webbrowser

Figure: lynx webbrowser on the
command-line for www.wikipedia.org

Figure: A braille terminal for blind
persons
Image Source:

https://de.wikipedia.org/wiki/Braillezeile
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Basic network technologies

This section will cover...

some basic network technologies
some basic network protocols

Only some basics!
However this section only covers some fundamental technologies
necessary for understanding the Lab exercises.

More details!
A more detailed view on the technologies is presented in the
lectures!
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ICMP

The Internet Control Message Protocol (ICMP) is used to exchange
diagnosis information inside a network

Here is a list of some important message types 1:
0 Echo Reply
3 Destination Unreachable
8 Echo Request

11 Time Exceeded
30 Traceroute

ping command-line tool

The command-line tool ping uses ICMP-Requests to check the
reachability of a machine. If the machine is reachable and supports
the ICMP protocol it answers with an ICMP-Reply.

1The message type is specified by the code inside the header field
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ICMP

Client Server

ICMP-REQUEST (0x8 = Echo Request)

ICMP-REPLY (0 = Echo Reply)

ICMP-REQUEST (0x8 = Echo Request)

ICMP-REPLY (0 = Echo Reply)

ICMP-REQUEST (0x8 = Echo Request)

ICMP-REPLY (0 = Echo Reply)

Figure: Message Sequence Diagram (MSC) ping
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DHCP

The Dynamic Host Control Protocol (DHCP) is used to control the
assignement of IP-Adresses

The assignment of IP-Addresses and network configurations is
managed by a DHCP-Server

The DHCP-Server in a private network is usually the
Router/Gateway

DHCP vs bootp

The Bootstrap Protocol (bootp) is the core protocol for
dynamically assigning IP-Addresses, netmasks, and gateways.
However in large private networks additional information is needed.
Therefore DHCP was invented which is an extension of the
Bootstrap Protocol. The flow of bootp is shown in the next slide.
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DHCP

Client Server

DISCOVER

OFFER

REQUEST

ACKNOWLEGDE

Figure: MSC for IP-Address renewal using DHCP
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Wireshark

Wireshark is an open-source tool for network analysis

Wireshark features the following functions:

Graphical user interface
Collection of transmited data
Detailed view of each packet and protocol
Enables a detailed analysis of network traffic
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Wireshark

Figure: Wireshark Desktop
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Wireshark Installation

Perform the following steps in order to install Wireshark [6]:
1 download and install the package:

sudo apt-get install wireshark
2 enable access to interfaces without root privileges and add

Wireshark to user group:
sudo dpkg-reconfigure wireshark-common
sudo adduser $USER wireshark

3 log out user and afterwards log in to save changes
4 use Wireshark for network analysis

Adding Wireshark to User Group
The commands presented in step 2 are necessary in order to use
Wireshark. Otherwise Wireshark has to be used with root
privileges, which is considered a security hazard!
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An Example on Using Wireshark

The picture shows
Wireshark collecting
data for a
HTTP-connection using
lynx to access
www.heise.de.

Figure: Data collected with Wireshark using lynx

More Information on Wireshark
More details on how to work with Wireshark can be found in [7, 8]!
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Lab Exercise 1

This slide set gives a you brief overview of the tools and
technologies discussed in Lab exercise sheet 1.

Hopefully this slide set gives you the abillity to solve the tasks of
exercise sheet 1!

Lab Exercise 1
Have fun solving the Exercise Sheet and if you have questions,
don’t be afraid to ask ;-)
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