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ABSTRACT

While the variety of public and private cloud infrastructure
and storage service offerings increases, only few tools exist to
efficiently manage hybrid cloud resources of different cloud
providers. KOALA is a novel cloud management tool that
allows to work with a large variety of services of various pub-
lic and private cloud providers in a seamless and transparent
way.

While most management solutions like command-line
tools or browser extensions require a local installation,
KOALA follows the cloud paradigm and operates itself as
a software service on the basis of a public or private cloud
platform. In addition, KOALA executes alternatively stan-
dalone with a Linux or Mac OS X system.

The KOALA cloud manager allows to control almost all
existing cloud resources with an API compatible to the Ama-
zon Web Services. The users of KOALA have the freedom
of choice to use any browser and device to interact with
the cloud services. Especially in cases where the users have
strong requirements regarding security and privacy, it is a
benefit to run the management solution for different cloud
services in a private context.
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1. INTRODUCTION

The key advantages of cloud computing are flexibility,
scalability and usability. These features originate in the
combination of virtualization technologies with web ser-
vices [5]. In the cloud, network-centric, scalable, abstracted
IT infrastructures, platforms and applications are provi-
sioned on-demand for immediate use by the customers [6].
In general, a business model exists to foresee accounting and
billing of the actually consumed resources following the pay

as you go principle [1]. In some offerings the basic usage of
the services is granted for free.

One of the most interesting features of cloud computing is
rapid elasticity: Resources can be added and removed any
time by a customer within minutes. This allows to match
workloads with resources much more precisely as compared
to the traditional method to plan, build and run IT re-
sources on-premise. However, in contrast to the elasticity
and flexibility of the cloud services the traditional manage-
ment methods and tools seem inappropriate: They usually
require local installation of software with the burden of con-
tinuous updates and patches. Furthermore, the solutions are
very often proprietary and just conform to the cloud service
offerings of specific service providers which makes it difficult
to work in hybrid cloud systems. A vendor agnostic generic
cloud based software service would bear many advantages in
this area.

This paper addresses the issue of multi-vendor cloud man-
agement and is organized as follows: In Section 2 we present
open source solutions to create private cloud infrastructures
and storage services. Section 3 compares cloud management
tools and discusses their features. Section 4 describes the de-
sign of an ideal management tool for cloud services and the
implementation of such a tool. The KOALA cloud man-
agement service is discussed in Section 5 and evaluated in
Section 6.

2. TAXONOMY OF CLOUD SOLUTIONS

The Amazon Web Services (AWS)! are a popular col-
lection of public cloud service offerings. Due to their
widespread use their API may be considered as a de-facto
standard for cloud services. Amongst others, the AWS in-
clude the Elastic Compute Cloud (EC2)?, Simple Storage
Service (S3)* and Elastic Block Store (EBS)*. EC2 imple-
ments Infrastructure as a Service (IaaS) to operate scalable
virtual server instances. S3 provides a web object data stor-
age for applications and EBS provides persistent block level
storage volumes. The AWS comprises a broad range of ad-
ditional cloud computing web services, but these are not
considered in this paper.

A cloud TaaS solution that adheres to the AWS API may
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Table 1: Popular private cloud solutions and their

level of compatibility to the AWS

Name EC2 API S3 API EBS API

CloudStack subset no support | no support
Eucalyptus full support | full support | full support
Nimbus subset subset no support
OpenNebula subset no support | no support
Tashi under dev. | no support | no support

benefit from the growing ecosystem of compatible manage-
ment tools and services. Various open source private cloud
TaaS solutions exist (see Table 1) and most of them have at
least a subset of the EC2, S3 and EBS APIs implemented.

Fucalyptus is an open source software originally developed
at the University of California in Santa Barbara that imple-
ments cloud computing on compute clusters. Since April
2009, the software is maintained and supported by Euca-
lyptus Systems, a company founded by the original authors.
Eucalyptus stands for Elastic Utility Computing Architec-
ture for Linking Your Programs To Useful Systems. It im-
plements TaaS that is compatible to the EC2 API and gives
the customers the ability to run and control virtual machine
instances (Xen or KVM) deployed across a variety of physi-
cal resources [17] [18]. Eucalyptus is the only private cloud
Taa$S solutions with an interface that is fully compatible with
EC2 and it contains the storage services Walrus and Stor-
age Controller (SC). Walrus is compatible to the S3 interface
and the SC implements a block storage service with an in-
terface compatible to EBS. Both services may reside at an
arbitrary node inside the Eucalyptus cluster. Walrus can
also be installed and run independent of the other Eucalyp-
tus services.

Nimbus is build on top of the Grid middleware Globus 4
and has currently only a small part of the EC2 API imple-
mented. An EC2 backend also exists that serves as a portal
to EC2. Scenarios where Nimbus is used are private science
clouds that provide compute cycles in the cloud for scientific
communities like the University of Chicago Science Cloud®.
The IaaS can use Schedulers like Portable Batch System
(PBS) or Sun Grid Engine (SGE) to schedule virtual ma-
chines [11] [15]. Nimbus includes Cumulus, a storage service
that is compatible with the S3 REST API and is used by
Nimbus to store the images. However, it does not support
the S3 SOAP API. Cumulus can be installed and run stan-
dalone without Nimbus.

OpenNebula allows virtual machines to be placed and re-
placed dynamically in a physical resource pool [21]. The
software interoperates with the Xen hypervisor, KVM and
VMware and allows to scale private clouds with multiple
external AWS compatible private or public cloud infrastruc-
tures (EC2 and ElasticHosts) to realize hybrid clouds. Since
OpenNebula version 2.0, a small part of the EC2 API has
been implemented which enables OpenNebula to be used
with the growing tools of the AWS ecosystem. OpenNebula
supports the grouping of nodes which is important to real-
ize High Performance Computing as a Service (HPCaaS).
In contrast to Eucalyptus and Nimbus, OpenNebula has no
storage service included.

Shttp://wuw.scienceclouds.org

Tashi is a development of the Open Cirrus® cloud com-
puting research testbed [4] and supported by the Intel Labs
in Pittsburgh. The focus of this IaaS is the scheduling of
data in cluster systems. The EC2 API support of Tashi is
under development.

Eucalyptus, OpenNebula and Nimbus are used in many
research and development projects. Examples include the
usage of OpenNebula at CERN with a virtual machine
provisioning system that reached a peak load of approxi-
mately 16,000 virtual machines [20] and the sky computing
projects [12] that use Nimbus to build up a grid of clouds.

3. MANAGEMENT OF CLOUD SERVICES

The existing management tools for cloud infrastructure
and storage services can be classified as follows:

e Command-line to work with tools like the API Tools
delivered by Amazon, the Euca2ools” of Eucalyptus,
GSutil® of Google Storage (GS) and s3cmd®

e Locally installed management applications with a
graphical user interface like EC2Dream'®, Gladinet
Cloud Desktop'! and Cyberduck'?

e Firefox browser extensions like ElasticFox'®, Hybrid-
fox'* and S3Fox'®

e Online tools (software services) such as the AWS Man-
agement Console’® offered by Amazon, the Google
Storage Manager'” and Ylastic'®

The command-line API Tools offered by Amazon only sup-
port their own public cloud offerings. The Euca2o0ls of the
Eucalyptus project support both, public and private cloud
infrastructure services. The same holds for GSutil of Google
Storage that supports public and private cloud storage ser-
vices. The tool s3cmd works with Amazon S3, as well as
the S3-compatible private cloud storage services Walrus and
Cumulus. All command-line tools require local installation
and therefore may lack ease of use as there is no graphical
user interface.

Locally installed applications with a graphical user inter-
face in general provide a better level of usability. EC2Dream
is a management application for EC2, EBS, Relational
Database Service (RDS)' and Eucalyptus. The software is
open source and runs with Windows, Mac OS X and Linux.
Cyberduck is an open source client for various file trans-
fer protocols and cloud storage services. The application

Shttp://opencirrus.org
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Table 2: Command-line tools Table 4: Browser extensions
API Tools | Euca2ools [ GSUtil | s3cmd | | ElasticFox | Hybridfox | S3Fox |

Provider Amazon | Eualyptus | Google | Ludvig Provider Amazon | Community | Suchisoft
Open Source yes yes yes yes Open Source yes yes no
Charge none none none none Charge none none none
EC2 support yes yes no no EC2 support yes yes no

S3 support no no yes yes S3 support no no yes
EBS support yes yes no no EBS support yes yes no
ELB support yes no no no ELB support no no no
Eucalyptus yes yes no no Eucalyptus yes yes no
Walrus no no yes yes Walrus no no no
Nimbus yes yes no no Nimbus no no no
Cumulus no no no yes Cumulus no no no
OpenNebula yes yes no no OpenNebula no no no
Google Stor. no no yes no Google Stor. no no no
Requirements local installation Requirements Firefox browser, local installation

Table 3: Locally installed applications with GUI

EC2Dream | Cloud Desk. | Cyberduck
Provider Turner Gladinet Kocher
Open Source yes no yes
Charge none $59.99 /year none
EC2 support yes no no
S3 support no yes yes
EBS support yes no no
ELB support yes no no
Eucalyptus yes no no
Walrus no no yes
Nimbus no no no
Cumulus no no no
OpenNebula no no no
Google Stor. no yes yes
Requirements specific OS, local installation

runs with Windows and Mac OS X and it supports direc-
tory synchronization and multiple languages. The propri-
etary application Gladinet Cloud Desktop supports S3 and
Google Storage and integrates them into the Windows Ex-
plorer interface.

Browser extension like ElasticFox, Hybridfox and S3Fox
only work with the Firefox browser but not with e.g. In-
ternet Explorer, Opera, Google Chrome or Safari. Further-
more, the customers have to install and maintain the man-
agement tool on their local computer, a fact that somehow
does not reflect the cloud paradigm very well. Recent ver-
sions of ElasticFox, Hybridfox can interact with EC2, EBS
and Eucalyptus infrastructures. S3Fox is only capable of
working with S3.

Online tools are offered as software service and the cus-
tomers have the freedom of choice to use any operating sys-
tem and browser. However, Amazon’s AWS Management
Console is in line with just the AWS cloud service offerings.
It is currently not foreseen to configure it in a way to manage
other cloud infrastructures. The same holds for the Google
Storage Manager that cannot be configured to work with
any other cloud service besides Google Storage. Ylastic of-
fers support for most AWS cloud services and Eucalyptus
infrastructures but it is not possible to manage other com-
patible infrastructures e.g. Nimbus or OpenNebula. As the

access keys are stored with the provider, the customer also
has to trust the provider of the management tool regarding
privacy and security.

A trade-off analysis of the available cloud management
solutions is shown in Table 2, 3, 4 and 5.

3.1 Mobile device support

While lots of customers of cloud services have mobile de-
vices like smartphones or tablet personal computers with the
Android operating system or Apple iOS, the current man-
agement tools for cloud infrastructures and storage services
more or less lack compatibility with such devices.

The browser extensions are not compatible with these mo-
bile devices because they do not run the Firefox browser and
the use of command-line tools is mostly impracticable. A
drawback of native applications for these devices is their lim-
ited storage capacity, the need to perform regular updates
and the development effort to support more than a single
platform. While applications for Android and Blackberry
are written in Java, the Apple platform uses Objective-C.

In contrast to browser extensions and command-line tools
the software services work with any browser and therefore
also with mobile devices.

4. ABETTER MANAGEMENT TOOL

In order to improve the situation, a flexible and open so-
lution should be designed and implemented to satisfy the
needs for the management of multi-vendor cloud infrastruc-
tures and storage services.

The drawbacks of tools like browser extensions, command-
line tools and applications with a graphical user interface
that require a local installation indicate that an online tool
is best suited to work with multiple cloud service imple-
mentations. This should be delivered as a software service
that can be used with all kinds of devices and browsers.
The software service could be implemented on a scalable
platform service such as Google App Engine®. It is easy
to optimize a software service for mobile devices that lack
physical keyboards and have a limited screen size.

If the software service is operated on a public cloud plat-
form, customers have no need to worry about scalability and
availability. In scenarios where security or privacy concerns

2Onttp://appengine.google.com



Table 5: Online tools (software services)

AWS Console | GS Manager | Ylastic
Provider Amazon Google Ylastic
Open Source no no no
Charge none none $25
EC2 support yes no yes
S3 support yes no yes
EBS support yes no yes
ELB support yes no yes
Eucalyptus no no yes
Walrus no no yes
Nimbus no no no
Cumulus no no no
OpenNebula no no no
Google Stor. no yes no
Requirements any browser

exist, it should be possible to operate the management tool
on a private cloud platform, too, avoiding to store the access
credentials off-premise. In principle all secret keys should be
encrypted due to security concerns as they are stored.

The fact that a software service is not functional with-
out a internet connection does not resemble any problem as
working with cloud services requires in most use cases to be
connected with the internet anyway.

5. KOALA CLOUD MANAGER

KOALA?!' (Karlsruhe Open Application (for) cLoud Admi-
nistration) implements a management tool for cloud services
realized as a software service, according to the features dis-
cussed above.

Public cloud services such as AWS and private cloud ser-
vices based on Eucalyptus, Nimbus and OpenNebula are
currently supported. Besides infrastructure services compat-
ible to EC2 the software also helps to manage S3 and EBS
compliant storage resources and interacts with the Elastic
Load Balancing (ELB)?? service (see Table 5).

As KOALA is not a marketplace for cloud resources it
is a pre-requisite that the customers have already access to
corresponding services. When customers log in for the first
time into KOALA, they need to import their credentials for
at least a single cloud infrastructure.

KOALA offers all features that are needed to interact with
cloud services that are compatible to the AWS API. The cus-
tomers can import credentials for AWS, Eucalyptus, Nim-
bus and OpenNebula public and private cloud infrastructure
services as well as the storage service Google Storage.

The KOALA software service has been designed as a
Google App Engine application. It has been written in
Python using the web framework Django®®. In order to
communicate with cloud services compliant to AWS it uses
boto?*, a python interface which is open source and supports
EC2, S3, EBS, ELB and more services that are part of the
AWS. There is a limited but powerful set of APIs inside
the App Engine to use the persistent Datastore BigTable
(with a SQL-like query language called GQL) and the fast

2nttp://koalacloud. appspot.com
nttp://aws.amazon.com/elasticloadbalancing/
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Memcache. The Datastore is used to store the customers
imported credentials and other user data. The user man-
agement and authentication is based on Google accounts.

KOALA itself can be installed and run either on the pub-
lic Google cloud platform or a private PaaS based on App-
Scale®® [9][7] or typhoonAE?®. If KOALA operates inside
AppScale or typhoonAE it is possible to control the cloud
infrastructure with a management application running in-
side the same cloud. This helps customers with specific
requirements regarding security and privacy. The corre-
sponding APIs and services of the App Engine are sup-
ported by AppScale. For instance, the user authentication
is implemented with AppScale and there is no need to use
any Google accounts for local operation of KOALA. When
running KOALA inside AppScale there are no external de-
pendencies and it is possible to perform cloud management
operations independently of any provider.

KOALA is available as open source and licensed accord-
ing to the Apache License v2.0. The source code and fur-
ther information is available at the KOALA project site®’.
KOALA’s graphical user interface currently supports the
English and German language. Due to the design of the
application, it is straightforward to implement additional
languages.

6. EVALUATION

KOALA enables cloud customers to work in a seamless
and transparent way with different cloud infrastructures and
storage services, eliminating the need to install and maintain
lots of different tools to achieve a similar functionality.

6.1 KOALA and compute services

With KOALA it is easy for the customers to start, reboot
and stop instances in various cloud infrastructure regions
and have access to the console output of virtual machines.

Instances need to be assigned to a security group that de-
fines access rules in the firewall. Every customer can create
new security groups, erase existing groups and alter the rules
inside his security groups.

To log into instances, the customers need at least one key
pair that represents a pubic and a private key. The public
key is stored with each instance by the cloud infrastructure
automatically. Using the private key the customer can access
the instances directly by SSH without a password. For this
purpose the customer needs to store the private key in a local
context on his computer or a portable memory device. With
KOALA each customer can create and erase key pairs for use
with every cloud infrastructure region he has credentials for.

For all EC2 compliant private cloud infrastructure services
the customers can check the available images. As the EC2
public cloud hosts several thousand public images and Ama-
zon currently provides no ability to filter the returned list of
images on the server side, KOALA offers the possibility to
create a list of favorite images. A collection of quick start
images from the Ubuntu project help with the first steps.

Instance storage in a cloud infrastructure is not persistent,
i.e. after the termination of an instance its data is lost.
Therefore persistent data in the cloud need to be stored
inside EBS volumes that are based on S3 storage. With

Znttp://appscale.cs.ucsb.edu
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KOALA it is possible to create new volumes and erase exist-
ing ones. A volume may be attached to a single instance and
remapped to other instances at any time. Using a volume
is equivalent to the work with an unformatted block storage
device. Volumes can be instrumented with any filesystem
and attached/detached to/from any instance. Customers
can also create snapshots of their volumes at any time. The
snapshots can be used to create new volumes and the cus-
tomer can decide in which availability zone the new volume
exists. This feature enables the customers co copy their vol-
umes from one availability zone to another one.

Instances are assigned a public (internal) and a private
(external) DNS name automatically in the moment when
they are created. However, if an instance is terminated the
public and private DNS names both are lost. Thus for sus-
tainable services inside a cloud infrastructure it is manda-
tory to offer elastic IP addresses that can be associated and
disassociated at any time. Inside KOALA it is possible to
create elastic IP addresses and to release them, as well as
attach and detach them to/from any instance the customer
owns.

In order to realize scalable services inside an AWS cloud
infrastructure, elastic load balancers can be created and
erased as well as their rules can be altered. The private
cloud re-implementations FEucalyptus, Nimbus and Open-
Nebula do not provide elastic load balancers.

6.2 KOALA and storage services

KOALA supports S3, Google Storage®® and Walrus. It
implements two different ways to access these object-based
storage services: A pure S3 mode and a mode with more
comfort. The pure S3 mode exactly presents the content of
each S3 bucket. The list of objects includes for each object
the object key, size, date of last write access and the MD5
checksum.

The customers can create and erase S3 buckets, as well as
upload and download S3 objects directly via HTTP POST
and GET to/from the storage services. It is also possible to
check and alter the user access rights — the Access Control
List — of each S3 object.

S3 implements a flat name space for the keys and therefore
S3 has no support for folders. However, folders can be sim-
ulated by clever use of key names. The S3 mode with more
comfort in KOALA uses keys that end with the directory
placeholder _$folder$. The key of an object that is meant
staying inside a folder has a name following the schema
folder/subfolder/object. Based on this approach, fold-
ers inside S3 can be emulated the same way S3Fox and the
Google Storage Manager works.

6.3 Platform-specific issues

If KOALA executes on the basis of Google App Engine the
restrictions of this platform service need to be considered.
Applications running inside the App Engine can communi-
cate only via URL Fetch, XMPP, E-Mail and the port num-
bers 80, 443, 4443, 8080-8089, 8188, 8444 and 8990. This
does not resemble a problem for public cloud services like
the AWS or Google Storage as these services use port 80
and 443 only. However, it is a challenge for the operation
of private cloud infrastructures like Eucalyptus, Nimbus and
OpenNebula. The default port numbers supported by Euca-
lyptus, Nimbus and OpenNebula are 8773, 8442 and 4567.

Znttp://code.google. com/apis/storage/

Therefore the administrator of a private cloud infrastruc-
ture has to route the infrastructure access port to one of the
supported ports.

If KOALA is used inside a private cloud platform like
AppScale or typhoonAE, the customers are free to use any
port number that is allowed by the hosting system.

6.4 KOALA and mobile devices

Users of smartphones with Apple iOS or Google An-
droid are able to use KOALA, too, as the whole graphical
user interface has been implemented following the HTML
4.01 transitional standard without JavaScript or proprietary
technologies like Adobe Flash.

KOALA includes a customized version for mobile devices
that provides an user interface which has been optimized
for the display resolutions of smartphones and the usage of
touch screens.

7. CONCLUSIONS AND FUTURE WORK

The emerging market of cloud services currently lacks
generic management solutions with good usability. In this
paper we present the design and implementation of KOALA,
an open source management tool to fill this gap. KOALA is
a web-based application designed to help the customers to
manage AWS compliant cloud infrastructures and storage
services. It supports the EC2, S3, EBS and ELB services
(see Table 6). The software itself can be installed and oper-
ated in public and private clouds. KOALA is not just a new
tool or service; it is a new approach to work in a seamless
and transparent way with cloud infrastructures and storage
services of various public cloud providers as well as private
cloud solutions.

Table 6: KOALA Cloud Manager

KOALA

Provider SCC, KIT
Open Source yes
Charge none
EC2 support yes
S3 support, yes
EBS support yes
ELB support yes
Eucalyptus yes
Walrus yes
Nimbus yes
Cumulus no
Google Stor. yes
Requirements | any browser, local

installation or PaaS

Our next steps in the development of KOALA foresee the
integration of the scalable Domain Name System (DNS) web
service Route 53%° and the private cloud infrastructure so-
lution CloudStack. Support for Cumulus, the S3 compliant
storage service of Nimbus, will be implemented, too. Fur-
thermore, KOALA is an interesting basis to study specific
issues that arise in the management of hybrid cloud infras-
tructures. Monitoring and accounting solutions [13] and an
on-demand virtual machine allocation method [19] for Eu-
calyptus could be integrated into the system.

29ht‘t:p ://aws.amazon.com/route53/



While some projects have implemented marketplaces
for distributed computing (e.gz POPCORN [16] and
SPAWN [22]) and for grid computing resources (e.g. Bel-
lagio [2] [3], CATNETS?® [10], Nimrod/G [8] and Tycoon®!
[14]), still no marketplace for cloud computing services ex-
ist. We plan to integrate a component that helps the cus-
tomers to search a cloud infrastructure that best matches
a request regarding functionality and price. This would be
an important step towards the formation of a cloud service
marketplace.
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